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AHHOTauUMA

Hacroswee PykoBoacTBo fonosHAeT AoKyMeHT «XKTAM.00087-03 91 01. Kpuntolpo CSP. PykoBoACTBO
aaMuHuUcTpaTopa 6esonacHocTn. Ob6was yactb.» npu ncnosb3dosaHnm CK3U nog ynpasneHuem OC Linux.

NHCTpyKUuMM aaMuHUCTpaTopaM 6e30MacHOCTM M NOMb30BaTeNAM pa3IMYyHbIX aBTOMaTU3UPOBAHHbIX
cucreMm, ncnonbsyrwnx CK3N «Kpuntollpo CSP» v 4.0 R4, oomkHbI pa3pabaTbiBaTbCs C y4eTOM TpeboBaHUl
HacToslero AOKyMeHTa.

Cnuncok cokpalleHunm

CRL Cnucok oTo3BaHHbIX cepTudurkaTos (Certificate Revocation List)
ITU-T Mex ayHapoaHbIi KOMUTET No TenekoMMyHukauuam (International Telecommunication
Union)
IETF Internet Engineering Task Force
AC ABTOMaTU3MpOBaHHas cMcrema
APM ABTOMaTMU3NpPOBaHHoe paboyee MecTo
rMa TMMOKUIM MAarHUTHbBIN ANCK
AcY JaTuuk cnyyanHbIx Yncen
HDD XKeCTKnit MarHuUTHbIN ANCK
K1 KoHeuHbIli nonb3oBaTeNb
HC/A HecaHKLMOHMPOBaHHbIA AOCTYN
oC OnepaunoHHas cucrtema
MAK MporpaMMHO-annapaTHbIA KOMMNEKC
no MporpamMmMHoe ob6ecneyeHune
Perncrpauns MNpuceoeHue onpeaeneHHbIx aTpubyToB (agpeca, HOMepa Ki4Ya, NpaB UCMob30BaHUSA

1 T.n.) aboHeHTy

COBOKYMHOCTb MHCTPYKLUMIA U APYFrOW pernaMeHTUPYOLLEN 4OKYMEHTaL MK,

PernamenT obecneunBarowern @yHKUMOHNPOBAHME aBTOMAaTM3NPOBAHHOW CUCTEMbl BO BCEX
peXxmnmax.
CBT CpeAacrBa BblYNC/IUTENIbBHON TEXHUKMN
DNeKTPOHHbIA AOKYMEHT, MOATBEPXAA IOLWMN MPUHAAIEXHOCT b OTKPbLITOr0 K/o4a uam
CepTudukat KNtoYa NpoBepPKN 31 KTPOHHOW NOAMMUCK U ONpeAENeHHbIX aTPUBYTOB KOHKPETHOMY
aboHeHTy

MpoueccnsrotosneHNs CepTMq)VIKaTa OTKPbITOro K/lito4a Unun Kiro4a NpoBepKu

CepTuduiauns 3/1IeKTPOHHOM noanucn aboHeHTa B LLeHTpe cepTudurkaumm

CK3M CpeacTBo KpunTorpadrMyeckon 3aLwnTbl MHDOpMaLnm

CocC Cnuncok oTo3BaHHbIX cepTudukaTtos (Certificate Revocation List)
cc CnpaBOYHUK CeEpTMDOMKATOB OTKPbITbIX KIOUEN N K0YEN NPOBEPKM 3/1€ KTPOHHOM

noanuncn. CeTeBon CNpaBOYHUK.

uc UeHTp Ceptudukaumn (Yaocrosepsowmi LieHTp)
P LleHTp Perucrpauunn
24 DNeKTPOHHbIV AOKYMEHT
oM DneKTpoHHasa NoANUCh
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1. OCHOBHble TexHM4YecKme AaHHble U Xapakrepuctmkm CK3U

1.1. NporpamMMHO-annapaTHble cpeasbl

CK31N «Kpuntollpo CSP» v 4.0 R4 noa ynpasneHnem OC Twumna Linux ucnonb3yeTrcs B
cneayowmx nporpaMMHo-annapaTHbIX cpejax:

Linux Standard Base ISO/IEC 23360 (ia32, x64), nporpaMMHO-annapaTHbie Ccpeabl,
yaoBneTBopsitowme ctaHaapty LSB 4.x (https://www.linuxbase.org/Isb-cert/productdir.php?by Isb):

CentOS 4/5/6 (x86, x64);

CentOS 7 (x86, x64, POWER, ARM, ARM64);

OCb (OS-RT) (x64);

TO OC AUC ®CCIN Poccum (GosLinux) (x86, x64);

Red OS (x86, x64);

Fedora 27/28/29 (x86, x64, ARM);

Oracle Linux 4/5/6 (x86, x64);

Oracle Linux 7 (x64);

OpenSUSE Leap 42, 15 (x86, x64, ARM, ARM64);

AlterOS (x64);

SUSE Linux Enterprise Server 11SP4 (x86, x64);

SUSE Linux Enterprise Server 12/15, Desktop 12/15 (x64, POWER, ARM64);
Red Hat Enterprise Linux 4/5/6 (x86, x64);

Red Hat Enterprise Linux 7 (x64, POWER, ARM64);

CunnTe3-0C.PC (x86, x64);

MK «CuHteaM-KnueHt» B cocTase KIl «30C «CuHTesM» (x64);

MK «CnHte3aM-Cepsep» B cocTaBe KIl «30C «CunHTeaM» (x64);

KM «OC «CnHTe3M-K» (x64);

Ubuntu 14.04/16.04 (x86, x64, POWER, ARM, ARM64);

Ubuntu 18.04/18.10 (x86, x64);

Linux Mint 17/18/19 (x86, x64);

Debian 7/8/9 (x86, x64, POWER, ARM, ARM64, MIPS);

OC Notoc (x86, x64);

Astra Linux Special Edition, Common Edition (x64, MIPS, 3nbbpyc);
MCBCdepa 6.3 Cepsep (x64, ARM64).

OC 2nbbpyc Bepcua 3 (Inbbpyc);

ALT Linux 6/7 (x86, x64, ARM);

AnbT Cepsep 8, Anbt 8 CIl Cepeep (x86, x64, ARM, ARM64);

AnbT Pabouas ctaHuumsa 8, AnbT Pabouas ctaHuma K 8, Anbt 8 CIl Pabouas ctaHuus (x86,
x64, ARM, ARM64);

ROSA Fresh, Enterprise Desktop, Enterprise Linux Server (x86, x64);
POCA XPOM/KOBAJIbT/HUKENDb (x86, x64);

FreeBSD 11, pfSense 2.x (x86, x64);

AIX 6/7 (POWER);

Mac OS X 10.9/10.10/10.11/10.12/10.13/10.14 (x64).

Co cpokaMu skcnayaTauumm onepaunoHHbIX CUCTEM, B cpene KOTopbiX dyHKumoHmpyeT CK3WY,
MO>XHO 03HaKOMWUTbLCHA MO CNneayw M agpecam:

http://wiki.centos.org/About/Product

https://fedoraproject.org/wiki/Releases/

http://support.novell.conVlifecycle/
http://support.novell.con/lifecycle/IcSearchResults.jsp?st =-1&sI=-1&sg=1&pid=1000
http://mandriva.ru/resheniya/uslugi/cikl jizni produktov/
http://www.mvista.com/support lifecycle.php
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1.2. KntoueBble HOCUTENU

B KauecTBe KAOUYEBbLIX HOCUTESIEN 3aKPbITbIX KAKOYen 1 kayen 3 MOryT MCnosb30BaThCH:
- M4 3,5"”, USB agucku;

— CmapTtkaptbl GEMALTO (GemSiml, GemSim2, Optelio, OptelioCL, OptelioCL2, Native);
- eToken, Jacarta;

— USB-TokeHbl PyTokeH 2UM (Flash, Bluetooth), PyTtokeH Lite Novacard;

— CMapTkapTbl PyTokeH Lite SC, PyTtokeH DU SC;

- Rutoken S;

- Novacard;

— CmaptkapTbl PUK (OCKAP 1, OCKAP 2, Maructpa, TRUST, TRUSTS, TRUSTD);

— CMmapTkapTa Y3K;

— TokeH++ Lite;

— ESMART Token;

— Cmaptkaptbl AnnoTt INPASPOT Series, SCOne Series;

— Rosan;

— Paspen HDD M2BM (B Windows - peecTp);

1. B cocraB ancrpubytuea CK3UN Bxoaat 6M61MoTekm NoAAEPXKKM BCEX MEpPEYUYNCTIEHHBIX HOCUTENEN, HO
He BxoaaT Apansepbl ansg OC. o BonpocaM nosyyvyeHus ApansBepoB Heobxoanmo obpawaTbcsa K
Npon3BOANTENAM COOTBETCTBYHOLUX YCTPONCTB.

1. XpaHeHue 3akpbITbiX kKNtoyen Ha HDD M2BM n USB aunckax (B peectpe OC Windows, B pa3gene
HDD npwu paboTe nog ynpasneHunem gpyrux OC) gonyckaeTcs TO/bKO MPU yCI0BUM pacnpoCTpaHeHns
M Ha HDD, USB aunck unm Ha MN23BM c HDD TpeboBaHuii no obpaweHuno C KJIYEBbIMU HOCUTENAMN
(n.6.7 XXTAMN.00087-03 91 01. PykoBoacreo agMnHucTtpatopa 6esonacHoctmn obwas 4acrb).

2. Bce BbllwenepeyuncreHHble HOCUTEIM UCNOJIb3YOTCS TONIbKO B KA4YeCTBe NMacCMBHOMO XpaHuavuia
KNto4YeBon NHpopMaunm 6e3 NcnoNb3oBaHMA KpunTorpadMyeckux MeEXaHM3MOB, peann3oBaHHbIX Ha
CMapT-KapTe/TOKeHe.

3. Ncnonb3oBaHmne HOCUTENEN APYINX TUMNOB - TONbKO N0 cornacoBaHuto ¢ ®Ch Poccuu.
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2. YcraHoBka guctpubymea M0 CK3U

YcTaHoOBKa, yaAaneHne u obHoBneHne MO ocywecTBASETCS OT UMEHU MONb30BaTeNs, MMEIOLLEro
npaBa aAMMHUCTpaTopa: nog y4YETHOWM 3anMCbio root UM C MCMOMb30BaHMEM KOMaHAbl sudo.

CK3M «Kpuntollpo CSP» TpebyeT cneaytower nocnenoBaTeslbHOCTM YCTAHOBKM: CHa4dana
yCTaHaB/MBaeTCs MpoBangep, 3aTeM YCTaHaB/MBalOTCs OCTaljibHble MOAY/M, BXOASLME B COCTaB
KoMnieKkTaumm.

B OC Linux anss ycTaHOBKW, yganeHus u obHoBneHus MO npumeHsatoTcsa nakeTbl (packages).
MakeT - apxvB AUCTpubyTuMBa, cogepXxawui dannbl ycTaHaBAIMBAEMOro MNpPUIOXeHUs u dalinsbl,
MCMONb3YOWMECS MHCTANISTOPOM AJ1 KOHMUIypupoBaHust cpeabl. B onepaumMoHHbIX cucTeMax Linux
ucnonblyetcs MeHegxep naketoB RPM (Red Hat Package Manager), koTopbii siBAsSieTCS TMOKUM
WHCTPYMEHTOM A1 YCTAHOBKW, yaasieHus, obHOBNeHus u cOOpKM MporpamMMHbIX NakeToB. [lakeTbl,
npeacTaBneHHble B BuAe darna C paclMpeHueM .rpm, cogepxaTt B cebe HenocpeACTBEHHO dansbl
MO wn vHdopMauuo Anss KOHPUrypupoBaHus cpegbl.

[Ons ycTaHOBKM NakeTa UCMOJIb3YETCS KOMaHAa:
rpm -i <daimn_nakera>
Hanpumep: rpm -i./Ilsb-cprocsp-base-3.6.1-4.noarch.rpm

Ons yganeHns nakeTa MCNoOSb3yeTCcs KoMaHaa:
rpm -e <uMsA_naketa>

Hanpumep: rpm -e Isb-cprocsp-base-3.6.1-4
MM nakeTa MOXET He BKJKO4YaTb BEPCUIO.
HanpuMep: rpm -e Isb-cprocsp-base

Ha OC, ocHoBaHHbix Ha Debian (Debian/Ubuntu), ans ycTaHOBKM MNakeTOB MCMNOJSb3yeTCs
KOMaHAaa:

alien -kci <dain_naketra>
Hanpumep: alien -kci ./Isb-cprocsp-base-3.6.1-4.noarch.rpm

Ha OC, ocHoBaHHbix Ha Debian (Debian/Ubuntu), ana yctaHoBku 32-6UTHbIX NakeToB Ha 64-
6utHyto OC nucnonb3yeTcsa KoMaHAaa:

dpkg-architecture -ai386 -c alien -kci <cdaw_naketa>
Bo3MOXxHO, noTpebyeTcsa ycTaHOBUTb nNporpaMMy alien n3 ctangaptHoro penosutopus OC.

Ha OC, ocHoBaHHbix Ha Debian (Debian/Ubuntu), ans yaaneHusa nakeToB WCMOMb3yeTCH
KOMaHaa:

dpkg -P <vwmsa_nakeTta_6e3_Bepcun>
Hanpumep: dpkg -P Isb-cprocsp-base
dalinbl M3 NAaKeTOB yCTaHaBAMBaloTCsa B /opt/cprocsp.

MakeTbl 3aBUCAT ApYyr OT Apyra, rnosToOMy AOJ/IKHbl YCTaHaB/MBATbCSA MO MNOpPSAAKY C yl-IéTOM
3TUX 3aBVICVIMOCTEI7l, a yAaanAaTbCd B O6paTHOM nopsake. YC/IOBHO MOXHO CuyuTaTb MpaBWU/IbHbIM
nopaaKkom TOT, KOTOprP’I onucaH B Tabnuue 3aBUCUMOCTEN U HAa3HAYEHUS MaKETOB.

MakeTbl MOryT 6bMb HE3aBUCUMMBbIMU OT apxuTekTypbl (noarch B umeHn daina nakera), Toraa
OHW yCTaHaBAmMBalTCca Ha by apxutekTypy. [lakeTbl MoOryT ObMb MpegHasHa4veHbl Ans
apxutekTypbl IA32 (i486 B uMmeHn danna nakerta), a Takxe ana apxutektypbl AMD64 (x86_64 B
MMeHn parina nakerta), Torada OHM ycTaHaBnmBakTCca Ha OC, cobpaHHYy noa COOTBETCTBYHOLYHO
apxutekTypy. Yacto 64-6uTHble OC O4HOBpEMEHHO MNOAAEPXMBAOT U 32-6UTHble NPUIOXKEHUS, N 64-
6uTHble, TOrada Npu HeobXxoAMMOCTWM MOXHO yCTaHaB/MBaTb 06a kKoMmnnekTa. VCKkatoueHneM ABASIOTCS
ApanBepbl — OHW yCTaHaB/MBAOTCH B TOYHOM COOTBETCTBMU C apxuTekTypoi aapa OC.

-7 -
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B OC Linux moaynn saapa He obnagatloT O6MHApPHOW COBMECTUMOCTbIO, OHW MpUBSA3aHbl K
KOHKpeTHOM Bepcum aapa OC. lMoaToMy MoAy/b sapa NOCTaBAsSeTCs B BuAe nakeTa .src.rpm. Takon
TN nMakeTa no3BosseT cobpaTb MOAYNb AN HY)XHOM Bepcun sapa. ONns ero yCTaHOBKW cieayeT npwu
nomowmn rpmbuild cobpatb M3 nNakeTa .src.rpm OObMHLIA MAKET .rpm, a 3aTeM YCTAaHOBUTb MaKeT .rpm
TaK Xe KaK OCTaJjibHble MakeTbl.

Ha 6onblwmHCcTBE AMCTpUBYTMBOB CHOPKY MakeTa .rpm MOXHO OCYLLEeCTBUTb KOMaHAOM:
rpmbuild --rebuild --define "kernel_release “uname -r'" <nyTtb Kk paiy nakera>
Ona  cbopkn Tpebyercsa, 4T06bl Ha MawwuHe O6bUIM  yCTaHOBNEHbl CpeacTBa c6opku
(koMnMnAToOp), a TakXke 3arosoBoYHble dannbl fapa. 3aronoBoudHble  dalknbl  s4pa AOJIKHbI

HaxoauTbCcs B /lib/modules/ n 06bIMHO MX MOXHO YCTaHOBUTb B COCTaBe COOTBETCTBYHLWEro nakerta
M3 penosuTopus AncTpubyTtuBea.

Tak Kak Hanuuue cpeacTB OT/aAkuM U pa3paboTKM Ha cucTemax, B KOTOPbIX 3KCMyaTupyeTcs
CK31, HeponycTuMo, agMuHuUcTpaTop (paspaboTtumk MK3U) gomxeH cobpaTb NakeT Ha cneuuanbHOM
BblaeneHHoM paboyeMm MecTe n obecneuymBaTb €ro AOBEPEHHYD YCTaHOBKY B LlefIeBY CUCTEMY.

Tabnuuya 2.1 - 3aBUCUMOCTU U Ha3HaA4YeHUsT NakeToB (ANs NPOCTOTbl ONMUCaHbl 32-6UTHble NaKeTbl).

NMa nakeTa 3aBNCUMOCT U Ha3HauyeHne nakeTa

MakeTbl 4NA NpeABapUTEsIbHON YCTaHOBKHM

MakeTt coBMectumoctu ¢ OC AltLinux,
yTCHaBanBaeTcsa nepsbiM — o Isb-cprocsp-
base.

cprocsp-compat-altlinux

Maket coBmectumoctm ¢ OC  SPLAT,
yCTaHaBnuBaeTcs nNepBbiM — A0 Isb-cprocsp-
base.

cprocsp-compat-splat

sobol Opavisep pana Cobonsa. Tpebyetca npwu
Han4nu yCcTpomncrBa.

Ob6sa3aTesibHble NakeThl

Ba3zoBbi NMnakeT, yCTaHaB/IMBAe€TCA NEPBbLIM,
€C/IN TOJIbKO HE HYXHbl compat-nakeThbl.

Isb-cprocsp-base Isb

OcCHOBHble MPWUIOXEHUSA, CUYUTbIBATENN U
AOCH.

Isb-cprocsp-rdr Isb-cprocsp-base

CAPILite, nporpamMMmbl n 6ubnmoTekn Aans
BbICOKOYPOBHEBOM paboTbl ¢ KpunTorpapuen
(ceptudmkatamm, CMS...).

Isb-cprocsp-capilite Isb-cprocsp-rdr

Isb-cprocsp-kcl Isb-cprocsp-rdr Mposangep KC1.

Mpoeangep KC2, ycraHaBnMBaeTcs TOJbKO
TaM, rae B 3TOM eCTb He06X0AMMOCTb. BaTOM
cny4vae Isb-cprocsp-kcl He cTraBuTcs.

Isb-cprocsp-kc2 Isb-cprocsp-rdr

JononHuTenbHblE NakeTbl

Isb-cprocsp-rdr, Motif, | FTpacdpmueckun Bno[CH, 3anpoc napons u
X11 aopyrmne GUI-gnanoru.

cprocsp-rdr-gui

cprocsp-rdr-pcsc

Isb-cprocsp-rdr, pcsclite

Moaynun noapepxkm PCSC-cuuTbiBaTENEN,
cmapT-kapT (PUK, Ockap, Marucrpa...).

Isb-cprocsp-rdr-sobol

Isb-cprocsp-rdr, sobol

Moaynb noaaepxku Cobons.

Isb-cprocsp-devel

Isb-cprocsp-base

MakeT Ans pa3paboTyumka.

cprocsp-drv

Isb-cprocsp-base

[paliBepHasa 6nbnuoTteka.

cprocsp-drv-devel

Isb-cprocsp-devel

MakeT ana pa3paboTymka ApanBepoOB.

cprocsp-stunnel

Isb-cprocsp-base

YHuBepcanbHbii SSL/TLS TyHHEND.

cprocsp-rdr-emv

Isb-cprocsp-rdr

Moaynb nogaepxkn EMV
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3. O6HoBneHue MO CK3U

Ona obHoBneHns MO CK3WM Ha OC Linux Heobxoaumo:

—  3anoMHUTb TeKyLyt KoHburypauuto CSP:

* Habop yCTaHOBJIEHHbIX MAKETOB;

= HACTpPOMKM NpoBangepa (415 NPOCTOTbl MOXHO COXpaHuUTb /etc/opt/cprocsp/config[64].ini);
— yaanuTb wWTaTHbiMN cpeacteamMn OC Bce nakeTbl CK3U;
— YCTaHOBWUTb aHanornyHole HoBble nakeTbl CK3U;

—  NpuM HeobxoAUMOCTW BHECTU WU3MEHEHUs B HacTpolikn (MoOXHO nocMoTpeTb diff cTaporo wu
HoBoro config[64].ini);

—  KJIOYM 1 cepTudurKaTbl COXPAHSIIOTCS aBTOMaTUUYECK M.
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4. Hactponka CK3U

4.1. JocTyn K yTuauTe ans Hactponkn CK3U

HacTtporika CK3U ocywecTBnsercss ¢ nNoMouwblo yTunuTbl cpconfig, KOTopass BXOAUT B COCTaB
avcTtpubyTmBa wn pacnosiokeHa B aupekTopun /opt/cprocsp/sbin/<HasBaHune_apxuTekTypbi>. Ecnu
ycTaHoBsieHbl nakeTbl CK3W pansa AByX apxutekTyp, HanpuMep, ia32 u x64, TO AencTtBua no
HaCTPOMKE HY>XHO MPOBOANTb ABaXKAbl — A5 KaXKAO0W apxMTeKTypbl cpconfig-oM U3 COOTBETCTBYHOLLEN
nanku.

4.2. BBOA CEpUIMHOro HoMepa JIMLEH3MN

Mpn ycTaHoBKe mMporpamMMHoro obecnederus «Kpuntollpo CSP» 6e3 BBoAa JIMLEH3UK
Nnosb30BaTeN0 MPEeAOCTaBASETCA NIMUEH3UA C OrpaHWYEHHbIM CPOKOM AEeWCTBUA. 1S MCMONb30BaHUS
Kpuntolpo CSP nocfie OKOHYaHMs 3TOro Cpoka Mofib30BaTeflb AO/HKEH BBECTU CEpPUiiHbIA HOMep C
6naHKka IMLEH3UW, MOSIyYEHHOM Yy OpraHusauumn-paspaboTumka WAM OpraHusauum, uMerolleir npasa
pacnpocTpaHeHus npoaykTa (aunepa). Ans npocMoTpa UHMDOPMaLUM O NULEH3UM BbINOJIHUTE:

# cpconfig -license -view

[Ons BBOAA NULLEH3UN BbINOJTHUTE:

# cpconfig -license -set <cepuiHbIi_HOMEp>

CepuitHbIn HOMep cnenyeT BBOAUTb € cobntogeHnem pernctpa CMMBOJIOB.

4.3. HacTpotika obopyaosaHunsa CK3U

Ytunuta cpconfig Takxe npegHasHadeHa AN UW3MeHeHus Habopa YCTpPONCTB XpaHeHus
(HocuTenen) n cumTbiBaHUA (CuMTbIBaTENEN) KKOYEBON MHMOPMALUUM U AATUMKOB CAy4YalHbIX YMcCen.
MpeaycTaHOBNEHHbIMU ABASAOTCS cumuTbiBaTenn flash-Hocutenen n obpas ANCKETHI HA XXECTKOM AUCKe.

Ons npocMoTpa cnmcka HacTPOEHHbIX CYMUTbIBATENEN:
# ./cpconfig -hardware reader -view

CuuntbiBaTeNb AUCKET He YCTaHaB/MBaeTC4d Nno ymMoa4aHUO, TakK KakK Npn OTCYTCTBUN AUCKETLI B
AncKoBoae nepedyncneHne KOHTEVIHepOB CunbHO 3amepgnsgetca. [On4 nobaBneHuUss cuuTbiBaTENS
ANCKET .

# ./cpconfig -hardware reader -add FAT12_0 -name "Floppy Drive"
Ana npocMoTpa cnucka HacTpoeHHbIx ACYH:
# ./cpconfig -hardware rndm -view

Ona koHconbHoro buo[JCH Tpebyetcsa nakeT nakeT Isb-cprocsp-kcl, kpoMe Toro oH paboTaeTt
Tonbko ¢ KC1 nposangepoM. [nsa gobasneHns KoHcosbHoro brnoCH:

# ./cpconfig -hardware rndm -add bio_tui -level 5 -name "Console BioRNG"

Onsa rpadwuueckoro bnoCH Tpebyetca nakeT cprocsp-rdr-gui m X-cepBep, KpoMe TOro OH
paboTtaeTt Tonbko ¢ KC1 npoBaiaepom. Ana nobasneHuns rpadudeckoro brnoCH:

# ./cpconfig -hardware rndm -add bio_gui -level 4 -name "GUI BioRNG"
Onsa pobaBneHns MCNOMb30BaHMS BHELUHEW raMmbl:
# ./cpconfig -hardware rndm -add cpsd -name 'cpsd rng' -level 3

# ./Jcpconfig -hardware rmdm -configure cpsd -add string /db1/kis_1
/var/opt/cprocsp/dsrf/db1/kis_1

# ./cpconfig -hardware mdm -configure cpsd -add string /db2/kis_1
/var/opt/cprocsp/dsrf/db2/kis_1

Takxe Hago ckonupoBaTb dannbl C AaHHbIMK, NoAy4YeHHbMM Ha "APM BblpaboTKM BHeLLHeM
rammbl’, MONOXMM, 4YTO OHWM nexaTt B /tmp/db[1,2]:
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# cp /tmp/dbl/kis_1 /var/opt/cprocsp/dsrf/dbl/kis_1

# cp /tmp/db2/kis_1 /var/opt/cprocsp/dsrf/db2/kis_1

Ona paboTbl co cumthiBaTenem PC/SC TpebyeTtcsa nakeTt cprocsp-rdr-pcsc. [locse nogkno4eHus
cunTbiBaTeNs y3HalTe UMs yCTPOMNCTBA:

# /opt/cprocsp/bin/ia32/csptest -card -enum

Gemplus GemPC Twin 00 00

Total:

[ErrorCode: 0x00000000]

Onsa pobaBneHua cumtbiBaTens UCMOAb3YWTE 3TO UMS:

# ./cpconfig -hardware reader -add "Gemplus GemPC Twin 00 00"

Onsa nonyyeHnss nogpobHon cnpaBkum no cpconfig:

# ./cpconfig -help

# ./cpconfig -hardware —help

4.4, YcTaHOBKa NnapaMeTpoB XYpHaanposBaHus

CK3W  no3gonsier cobupaTb  OTNaAoO4YHytO  MHMOPMAUMIKO M MMEeT  BO3MOXHOCTb
npoTokonmposaHuss cobbmun. WHbOpMauma 3anncbiBaeTCa B CUCTEMHbLIM XypHan (06bMHO B
/var/log/messages). CyuwlecTByeT BO3MOXHOCTb W3MEHEHWUS HaCTpPOeK >XXYpHanupoOBaHUSA PpasfnNyHbIX
mogynern npoaykrta. CywecTByeT BO3MOXHOCTb W3MEHEHUS YPOBHS XypHanupoBawus un dopMaTta
BbIBOAVMbIX OT/1aA04HbIX COO6LWeHnA. 9 nosydeHns CnpaBKW MO HAaCTPOMKaM XYpPHaiMpoBaHus:

# cpconfig -loglevel -help

Moaynu, Ans KOTOpbIX MNOAAEPXMBAETCS XYpPHaIMpoBaHue:
CpCcsp - A4po KpunTonposanaepa

capilO - CryptoAPI 1.0

cpext

capi20 - CryptoAPI 2.0

capilite - CAPILite

libcspr
cryptsrv - cnyx6a xpaHeHus knwouden (KC2)
libssp - TLS

cppkcs1l - PKCS11
cpdrv - apansep
dmntcs

4.5. HacTponka kpuntonpoBaiaepa no yMOAYaHUIO

[ns npocMoTpa TUNOB AOCTYMHbLIX KpUATOMNpPOBanaepos:

$ ./cpconfig -defprov -view_type

[Ons npocMoTpa CBOWCTB KpUNTOMNpoOBaliAepa HY>XHOro Tuna:

# ./cpconfig -defprov -view -provtype <provtype>

Ons ycTaHOBKM npoBangepa MO yMOSYAHMIO AN HYXXHOro Tuna:

# ./cpconfig -defprov -setdef - provtype <provtype> -provname <provname>
Ons nonydyeHus UMEHN npoBangepa MO YMOMYaHUIO ANS HYXXHOrMO Tuna:

# ./cpconfig -defprov -getdef -provtype <provtype>

4.6. BkioyeHne pexunuma yCUNeHHOro KOHTPOJIS MCMOJb30BaHUSA Kto4ven

-11 -
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PexuM yCUNEHHOro KOHTPONS WCMOSb30BaHWS Kkito4delr obecneymBaeT oOCyLLeCTBEHME
KOHTPO/NIS CpOKa AENCTBUS AOSITOBPEMEHHbIX KJIIOYEN 3NEKTPOHHOM MOAMMCU N KNoyeBoro obmeHa,
KOHTPONS [OBEPEHHOCTU K/4Yen MpOBEPKU 3SIEKTPOHHOMW MOAMMCUM W KOHTPOAS KOPPEKTHOrO
MCMOJMIb30BaHUA MNpPOrpaMMHOr0 gatyuMka chay4yalHbix 4ucen. [locne ycnewHon MHCTannaumm
Heob6x0ANMO BKJIOUUTb AAHHbIA PEXWM, BbINOSIHUB KOMaHAy:

#./cpconfig -ini "\config\parameters' -add long StrengthenedKeyUsageControl 1

Ona  obecneyeHns KOPPEKTHOro (QYHKLUMOHMPOBAHUS nMpoBakgepa B 4YacTu BblpaboTku
3/1eKTPOHHOM MoAMUCKU, a TakXxe paboTbl C BPEMEHHbIMM KAk4YaMu (B 4YaCTHOCTW, Ans paboTbl B
pamkax TLS-coeanHeHus 6e3 ayTeHTUPUKAUUN KIMEHTa) W TFeHepauun CJlydalHblX AaHHbIX
Heob6xoANMMO MNpou3BeCTM BbIPAOOTKY [AOArOBPEMEHHbIX K/KOYENn WM 3anyCcTuTb yTUAUTy csptest,
npeaBapuTeNbHO MPOBEPUB, YTO 3aperncTpmpoBaH XoTs 6bl OAMH AaTuMK CAy4YaWHbIX 4ucern.

# ./csptest -keyset -verifycontext -hard_rng

Ncnonb3oBaHne CK3UN 6e3 BkAOUYEHUS peXnMa yCUNEHHOIo KOHTPOJ1Id4 UCMOJZIb30BaHUA Kato4en
pa3pelaeTca NCKNIIYNTENTbHO B TECTOBbLIX L ENAX.
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5. YcTmaHoBKa COMyTCTBYIOLWMX MAKETOB

Ona nepepaunm no ceTm 3anpocoB Ha ceptudumkatbl, CRL u T.n., a Takxke ANS NOAAEPXKKWU
OOMOJIHUTENIbHbLIX ~ KJ/TIOYEBbIX CYUYMTbIBATENEN U HOCuUTenen MoxeT noTpeboBaTbCs YCTaHOBKA
AONOJTHUTESIbHbIX MAKETOB.

Ecnu conyTcTBylOWME NakKeTbl CKauMBaloTCca M3 WMHTepHeTa, HeobxoAMMO MOATBEPAUTL MUX
LLeNOCTHOCTb, MPOBEPUB MNOAMUCbL WNK X3W. ECAM MCTOUYHMK He obecneuymMBaeT TakKuMe MexXaHU3Mbl,
OOMYCKaeTCs UCMNOMb30BaHME MAKETOB TOJIbKO C AMCKa C AUCTpubyTuBoM CK3W, roe 3Tu MexaHU3Mbl
ncnonb3yTca. Ha aucke nakeTobl nexaT B nanke \extra.

Ha cepTtuduumnposaHHole ®CTIK ancTtpmbytumebl ALTLinux 3anpewaetcs CTaBUTb MNakeTbl M3
ceTun (Hanpumep, C Ucnosib3oBaHMeM apt-get).

5.1. BubnuoTteka libcurl

Ncnonb3yeTcs Ans nepegadm 3anpocoB Ha cepTtudukaTtbl, CRL 1 T.0. no ceTu.

C canrta paspabotumka npoekta http://curl.haxx.se/ MOXHO cKadaTb NAKeT C WUCXOAHbIMMU
TeKCTaMn aAna camocTtositenbHoM cbopku. Kak npaBwnio, TaM Xe ecTb 32-6uTHble Bepcun BUHapHbIX
nakeToB U uHoraa 64-6uTHble.

Mpowe BCcero noctaBuTb 6MBINOTEKY BCTPOEHHLIM MEHeaXXepoM MaKeToB.

Ha ALTLinux, Debian, Ubuntu:

# apt-get install curl

Ha CentOS, Fedora, LinuxXP, RedHat:

# yum install curl

Ha SuSE:

# yast -i curl

Mocne ycTtaHoBKKU 6MBAMOTEK HaAo 3aperncTpupoBaTb NyTW K HUM. Hanpumep:

# J/opt/cprocsp/sbin/ia32/cpconfig -ini "\config\apppath' -add string libcurl.so
Jusr/local/lib/libcurl.so

#  /opt/cprocsp/sbin/amd64/cpconfig -ini  "\config\apppath' -add string libcurl.so
Jusr/local/lib/64/libcurl.so
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6. CoctaB v Ha3HayeHue komnoHeHT M0 CK3U

6.1. basosble Moaynn CK3U
MO CK3WN copepxut cneaywouime 6a3oBble MOAYN:

libcsp — anHamMmnyeckn 3arpyxxaemas 6mbnmoteka «Kpuntollpo CSP».

libcspr - 6ubnuoteka pabotbl ¢ yaanéHHeiMm «Kpuntollpo CSP».

drvcsp — AMHaMUUeCKU 3arpyXxaembii Moay/b s4apa.

libssp — 6ubnnoTeka noadep>XXkKu Moaynsa ceteBon ayTeHTudukaumm «Kpmntollpo TLS».
cpverify — MoAyNb KOHTPONS LEeNOCTHOCTM.

wipefile — moaynb yaaneHusa ¢ainnos BMecTe C COAEPXUMbIM.

cryptcp - npunoxeHwe Ans noanucu n wudposaHus gannos

certmgr - yTunuMta KOMaHAHOW CTPOKM ANs ynpasBJieHus

ceptudmkatamm, cnuckamm ot3biBa ceptudumnkatos (CRL) n XpaHunumwamu.

stunnel - npunoxeHwe ana cosganusa TLS-TyHHens

B Ha3sBaHuax anmctpmbytmeos CK3WM mncnonb3yloTcs cnepytowme ob6o3HavyeHus:
CPRO - npedukc;

CSp — KpuntonpoBanaep;

drv - 3arpyxaemMbin moaynb sapa OC;

[d] - onuMOHaNbHO - yKa3blBaeT Ha AOKYMeHTauuo (TecToBble NMpUMepsbl);
i386 - nnatdopma Intel.

6.1.1. bubnmnoteka libcsp

Bnbnunoteka libcsp peanusyet uenesble GyHKUWUM KpunTorpaduyeckom sawmntbl nHbopMauum,
paboTy C ka4YamMum, AOCTYN K KOYeBbIM Hocutenam, buoCH.

6.1.2. bubnunoteka libcspr

BnbnmnoTteka libcspr obecneuymBaetr yAaNEHHbIN AocTyn K KpunTonpoBanaepy,
(YHKLUMNOHMPYIOLWEMY KaK OTAeNbHbIN CepBuC.

6.1.3. ApanBepHasn 6ubnmuoteka drvcsp

Bubnunoteka drvcsp, ucnonblyeMas B KadecTBe AWMHAaMWYECKW 3arpyXkaemoro moayns saapa
OC, ©peanusyer wueneBble @GYyHKUMM KpunTorpadumyeckon 3awmtbl  uUHPOpMaummnm  (Kpome
dopmmpoBaHua M) u paboTy € KAYaMu.

6.1.4. Mogynu ceteBon ayTeHTudumnkaumm Kpuntollpo TLS

Moaynb libssp obecneumBaeT peanusauuto NpoTokosa cetTeson ayTeHTudumkaumm Kpuntollpo
TLS. O6uwee onucaHuMe npoToKosa npuBeeHo B AOKyMeHTe <«XKTSAW.00087-03 91 01. Kpwuntollpo
CSP. PykoBoACTBO aaAMUHUCTpaTopa 6e3onacHocTn. Obwasa yacTb».

Mpotokon TLS (RFC 2246) ucnonb3yeTcs ANsS 3aWWUTbl COEAMHEHWUA B KJIMEHT -CepBepHbIX
TEXHOOTrnAX.

MporpamMMHoe obecnedeHne «Kpuntollpo TLS» dgBnsetcsa peanusaumen npotokona TLS wu
ucnonb3lyet  kKpuntorpadumdeckme  dyHkumm  Kpuntollpo CSP ana obecnedyeHus npouecca
ayTeHTuduKkaumm n wndpoBaHnst Tpaduka Mexay KJMEHTOM M CepBEPOM.

6.1.5. Moaynb cpverify

Mogynbe cpverify npegHasHadeH Ana KOHTPOAsS LENOCTHOCTM npu  ycTaHoBke CK3UN nu
dyHkumoHmposaHun MO CK3U Kpuntolpo CSP Ha M3BM nonb3oBaTtens.

6.1.6. Mogynb wipefile
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Moaynb wipefile ncnonoayerca ans yganeHus dannos BMecTe C COAEPXMMbIM MPU LWITATHbIX
M HewTaTHbIX (CBONMPOBAHME) CUTyauUsaX.

6.1.7. Moaynb cryptcp

Moaynb npegHasHaydyeH anga paboTbl ¢ cepTudukaTtaMm C WUCMONb30BAHWEM WHPPACTPYKTYPbI
OTKpbITbIX  KouYer, wudpoBaHusa/pacwmngpoBaHna coobweHnn, cogepxawmxca B dannax,
CO34aHNA/NpOBEPKN INEKTPOHHbLIX NOoAMNMCEN M X3LWMpPOBaHMUSA coobleHnn, cogepxawmxcs B danne
unun rpynne ¢annos.

6.1.8. Moaynb certmgr

Moaynb MOXeT yCTaHaBAvMBaTb, YAANsATb, PacKoAMpOBaTb, 3KCMOPTMpOBaTb M oTobpaxkaTb
ceptudukatbl uinm CRL 13 ¢hannoBoro XpaHunuiia WM Kao4veBOro KOHTelnHepa.

6.1.9. Moaynb stunnel

Moaynb anga cosgaHuma TLS-TyHHend, npefHasHaydeHHOro Ans cosgaHusa TLS 3awuueHHoro
COoegMHeHUs MexAay KIMEHTOM M nokanbHbiM (Ilinetd-3anyckaemMbiM) van yganeHHbiIM CepBepoM.

6.2. Moaynu noacuctemol nporpamMMHon COK

6.2.1. Moayns libcapi20
Moaynb libcapi20 ncnonbayercs Ana ynpasseHuUs cepTudukaTtamm OTKPbITbIX KAKOYEN, a Takxke
ansa obecnevyeHns BbINOJIHEHUA KpunTorpaduyeckmnx 3anpocoB Ha ypoBHe uHTepdeinca CryptoAPI v.
2.0. NHTepdeinc moaynsa capilite aensaetcs noaMmHoxecTBOM uHTepderica CryptoAPI v. 2.0.
6.2.2. bubnnoteka librdrrdr
Bubnuoteka librdrrdr obecneumBaeT yHUDUUMPOBaAHHBLIN UHTEpPdENC AO0CTyna K KIOYEBbIM
HOCUTENSAM BHE 3aBUCUMMOCTM OT MX TuNa.
6.2.3. Moaynu AoCcTyna K KOHKPETHbLIM TUMaM KOYEBbIX HOCUTENEN U CcUUTbIBaTENen:
o librdrfatl2  k anckosoay n AnckeTe 3.5" 1 pasaesny XecTKoro Ancka;
e librdrpcsc K cunTbiBaTENsaM cMapTkapT n eToken, nogaepxueatowmnm natepdeinc PC/SC;
e librdremv K Knto4yeBbiM HocuTensaM EMV n Gemalto.

6.2.4. bubnuoteka librdrsup

Bubnuoteka librdrsup obecneuuBaeT peanusaumio 06WKMX PYHKUMA [OCTyna K PasnYHbIM
YCTPOMACTBAM XpaHEHUs KO4YEeBbIX HOCUTENEN.

6.2.5. Moaynn AaTumKoB CAy4YanlHbIX 4ucen

Bubnunotekn librdrrndm w librdrrndmbio obecneumBatoTr noagepxky paboTel ¢ dusnyeckum
OCY nporpamMMHo-annapaTHoro kKomnnekca sawutbl oT HCA v Buo4CH cooTBeTCTBEHHO.

6.2.6. bubnmnoteka libasnldata nopgaepxxku npoTtokosa ASN1

Bnbnunoteka libasnldata coaepxut pyHKUMM Npeobpa3oBaHUs CTPYKTYpP AaHHbIX B MALUMHHO -
He3aBMCUMOe npeacTaBieHune.
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7. BcmpaumBaHve CK3U B npukniagHoe 1O

Mpn BcTpamBaHum CK3W «Kpuntollpo CSP» v 4.0 R4 B npuknagHoe nporpamMMmHoe
obecrneyveHne [OMKHbI BbINOMHATLCSA TpeboBaHua pasgena 17 gokymeHta <«XTHAM.00087-03 91 01.
Kpuntolpo CSP. PykoBoacTBO aaMumHucTpatopa 6e3onacHocTn. O6was 4acTb» UM AOKYMEHTa
«XKTAN.00087-03 96 01. PykoBoACTBO NporpamMMmmcTa».
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8. TpeboBaHusa Mo opraHM3aUMOHHO-TEXHMYECKMM W aAMUHUCTPATUBHbLIM MepaMm
obecneyeHuns akcnnyataumm CK3U

JOMKHbI BbINONHATBCS TpeboBaHUS MO OpPraHM3aLMOHHO-TEXHUYECKUM U aAMWUHUCTPATUBHbLIM
MepaMm obecneveHus 6esonacHocTm akcnayatauunm CK3UM B obveme pasgenos 15 u 16 pgokymeHTa
«XTSAMN.00087-03 91 01. Kpuntollpo CSP. PykoBoacTBOo agMuHmucTpatopa 6e3onacHocTtun. O6uwias
4acTb».

8.1. O6wume Mepbl 3awuTel oT HCA MO c yctaHoBneHHbIMM CK3U ana OC Linux

Moa ynpasneHneM UNIX-noaobHbix onepaumoHHbiX cuctem CK3U «Kpuntollpo CSP» moxeTt
MCNONb30BaTbCHA C NMpOrpamMMHbIM obecneveHnem:

- Trusted TLS (Digt).

Mpn wucnonbsoBavum CK3WM noa ynpasneHmem OC Linux HeobxoauMMO npeanpuHSaTb
OOMOSIHUTENbHbIE Mepbl  OpraHM3auMOHHOI0O M TEeXHUWYECKOro  XapakTepa W BbINOJHUTL
OOMOSIHUTENIbHbIE HACTPOMKM OMepauUMOHHOM cucTeMbl. [Mpy 3TOM [O/MKHa pewaTtbcs 3ajada Kak
obecneveHns OONONHUTENBHOM 3awuTbl cepBepa n OC ot HC/, Tak n obecnedeHus 6ecnepeboinHoro
pexxuma paboTbl U UCKIOYEHUS <«O0TKasa B O6CAYXMBaHMM», BbI3BAHHOrO BHYTPEHHWUMW MPUYMHAMU
(Hanpumep - nepenonHeHneM annoBbiX CUCTEM).

K opraHm3aumMoHHO-TEXHUYECKUM MepaM OTHOCATCSH:

— obecneyeHne dusnyeckoi 6esonacHocTu MNIBM (cepsepa);

— YCTaHOBKa NpOrpaMMHbIX 06HOBNEHUN;

— opraHmusauust nNpoueaypbl pe3epBHOr0 KOMMPOBAHUS N XpPaHEHUS pPE3EpPBHbIX KOMUNA.
— [JononHutenbHble HacTporku OC Linux KacatTcs cneaytowero:

— OrpaHuyeHne AocCTyrna nosb3oBaTenel N HaCTPOMKKN MOJSIb30BaTENbCKOr0 OKPYXEHUS;
— OrpaHu4yeHne ceTeBbIX COeAUHEHUN;

— OrpaHUYyeHns Npu MOHTUPOBaHUKN HANIOBLIX CUCTEM;

— OrpaHMYyeHnst Ha 3anycK NpoLeccos;

— KOHTpONb 3arpy3km OC M KOHTPONb LENOCTHOCTU CUCTEMHOIO M MPUKIAAHOIO NMpPOrpaMMHOIo
obecneyeHns pomxkeH obecneymBaTbCs MNPV MOMOLWLM MpPOrpaMMHO-annapaTHONO KoMMAeKca 3aluTbl
ot HCA (cM. cooTBeTCTBYHWMUIA pa3gen B AokyMeHTe «XTAM.00087-03 91 01. Kpuntollpo CSP.
PykoBoacTBO aaAMUMHUCTpaTopa 6e3onacHocTu. Obwas 4acTb»), UTO O3HAYaeT:

1. obecneyeHne KOHTpPOMSA AOCTyna npu nomowun uaeHTudukaumm nonb3oBatens c
ncnonb3oBaHMeM cuctembl Touch Memory;

2. BbINOJIHEHME 3arpy3ku ¢ GUKCUPOBAHHOIO HOCUTENS MOCJIE €ro KOHTPOJSIS;

3. obecneyeHne KoHTpons uenoctHoctm OC UM MpUKAAAHOrO  NPOrpaMMHOro
obecneyeHus A0 3arpy3ku Ha 3arpy3o4HOM AUCKE U APYrUX MOAKIOYEHHbIX AMCKaX.

- B cnyyae oOTCyTCTBMSA nMOMOLWM MpOrpaMMHO-annapaTtHoOro Komniekca 3awutel oT HCA
KOHTPOJ1Ib LENTOCTHOCTU NpoBOANTCA C NMOMOLWbBbIO YTUNTUTDI cpverify.

— JOMONIHUTENbHbIE HAacTpohku aapa OC;

— HacTpoWKa CeTeBbIX CEPBUCOB;

— OrpaHuyeHne Konu4yecTea "BMAMMOM M3BHE" MHpOpMauunm o cucTeme;
— HacTpoMKa NoACUCTEMbI MPOTOKOIMPOBAHUA W ayauTa.

8.1.1. OpraHu3auMoHHO-TEXHUYECKNE MepbI

1. C uenbld MUCKIYEHUS BO3MOXHOCTK 3arpy3knm OC, OT/IMYHOM OT yCTaHoBfAeHHoW Ha HDD
M>BM, TM2BM un ycTponcTBa 3arpy3kum p[omxHbl 6bmb onedyataHbl. [omkeH 6bmb obecnedeH
HEO6XOAUMbBI KOHTPOJIb LLeSIOCTHOCTU nevaTe.

2. ObecneveHne dusnyeckor 6e3onacHOCTU cepeepa
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Cne,u,yeT NCKNKOYNUTb BO3MOXHOCTb A0CTYyNna HEaABTOPU3OBAHHOIo TnepcoHa/lla K KOHCOJIU,
CUCTEME NUTAHUS U AOMOJSIHUTENbHbLIM YCTPOMCTBAM, MOAK/OUYEHHbIM K 3allMUIaeMOMy CeEpBEpPY NyTem
yCTaHoBKM 060pyaoBaHuMs B CrneumanbHO BblAeSIeHHOE M 3anMpaeMoe noMmelieHue (annapaTHyro wuam
CepBEPHYIO0 KOMHaTY).

Ona  ucknodyeHus cboeB  KOMMbKOTEpPA, BbIBBAHHbIX  OTK/HOUYEHWEM  3JIEKTPOMNUTaHMUS,
HeobxoauMo obecneuynTb 3SNEKTPONUTaHME cCepBepa OT MWUCTOYHMKA 6GecnepeboMHOro nUTaHus
AOCTaTO4YHOM MOWHOCTU. Kak MWMHMMYM, MOLLHOCTW 6aTapen uctouHmka 6ecnepeboiiHOro nuUTaHuA
OO/IHKHO XBaTaTb Ha BpeMs AOCTaTO4YHOE ANs KOPPEKTHOr0 aBTOMATUUYECKOro 3aBeplieHuss paboTbl
cepsepa.

3. OpraHmsauusa npoueaypbl pe3epBHON0 KOMMPOBAHUS N XPaHEHUsS PE3EPBHbIX KOMUNA.

MNpu onpegeneHnn pernameHta pe3epBHOro KOMUMPOBAHUSA UM XpaHeHWUs pe3epBHbIX KOMNWi
cnepyet obecneunTb OTBETCTBEHHOE XpaHeHMe pe3epBHbIX KOMUM B 3amnupaeMbix cendax (wkadax) m
onpegenuTb npoueaypy Bbidauu pe3epBHbIX KOMWA OTBETCTBEHHOMY MEPCOHaNy W YHUYTOXEHUS
Bblleawnx m3 ynoTpebneHns Hocutenen (NeHT, O4HOKPATHO 3anucbiBaeMbiX AWUCKOB U Mp.).

CTraHAapTHbIMW MepaMu MO OpraHuM3auun OTBETCTBEHHOIO XpaHEeHWUsl HOoCUTeNen sSIBNSIoTCS:
— MapKupOBKa HoCUTenewn;

— COCTaBNieHWE OMUCU XPaHMMbIX HOCUTENIEN C YyKasaHMeM CcepuiiHbiX (MHBEHTApPHbIX)
HOMEpOB, [AaT 3anuCu HocuTenen, damMuanen CcoTpyaHMKa, CO3AaBLUEr0 KOMUIO Ans
Kaxnaoro wkada(cenda);

— nepuoauyeckas cBepka onmcu n cogepxummoro cendos (wkados);
— OpraHusauus OTBETCTBEHHOIO XpaHeHMs W Bbigadn Kwden oT cendoB (wkados);
— BO3MOXHOe onevaTbiBaHue (onnombupoBaHue) celdos(wkados).

— YHMUYTOXEHMe Bblegwnx u3 YI'IOTpe6J'IeHM$I HoCuUTenem [AO/MKHO MNpOM3BOAUTLCS
KOMUCCUEN C COCTaBNEHMEM aKTa 06 YHUUTOXEHMN.

4. B cucteMe perncTpupyeTcs oAvH Monb3oBaTesnb, obnagarolmini npaBaMm agMMUHUCTpaToOpa,
HOCSAWMA MMSA root, Ha KOTOpPOro Bossaraercs 06s3aHHOCTb KOHpurypuposaTbk OC Linux, HacTpauBaTtb
6e3onacHocTb OC Linux, a Takxe kKoHdUrypuposaTb [M3BM, Ha koTopyt ycTaHoBneHa OC Linux.

5. Ana nonb3oBaTtensa root BbiOMpaeTCs  HaAeXHbIM Naposib  Bxoda B CUCTEMY,
yOOBNETBOPAKLWMA cneaywowmm TpeboBaHMsSM: AnMHA MNaponss He MeHee 8 CUMBOJIOB, cCpeau
CMMBOJIOB NAposid AO0/HKHbl BCTPeYaTbCs 3arnaBHble CUMBOJIbl, MPOMUCHbIE CUMBOJbI, LWDPbI U
cneunanbHble CUMBOJIbl, CPOK CMEHbI Maposjis He pexe O0AHOro pasa B Mecsau, AOCTyn K Maposio
Ao/mKeH bbb obecneyeH TONbKO aAMUHUCTPATOPY.

6. MNonb3oBaTtento root AOCTYMHblI HACTPOMKKM BCex nonb3oBatenenm OC Linux, KoTopble OH
MoXeT npocMaTpuBaTh, pefakTupoBaTh, yAansaThb, co3aaBaTb. Bcem nonb3oBaTeNsamM,
3apeructpupoBaHHbiM B OC Linux, nmosb3oBaTesb root B COOTBETCTBUM C MONUTUKOM 6e30macHOCTH,
MPUHATONM B OpraHmMsauuM, gaeT MMHMManbHO BO3MOXHblE A/ HOpMasbHOM paboTbl NpaBa. Kaxabin
nonb3oBatenb OC Linux, He sABASKOWWMIACSA nofb3oBaTesieM root, MoXxeT npocmaTpuBaTb W
pefakTMpoBaTb TONIbKO CBOW YCTAaHOBKW B paMKax Mpas AOCTYNa, Ha3HaYeHHbIX eMy nosib3oBaTenem
root.

7. Bcex nonb3oBaTtenen [1DBM, KoOTOpble He MNOMAb3YKOTCSA AaHHOW CUCTEMOW, WU BCexX
CTaHAapTHbIX MNofib3oBaTenen, KoTopble co3gatoTcd B OC Linux BO BpeMs YCTaHOBKM (Takux, Kak
"sys", "uucp"”, "nuucp", u "listen"), kpome nonb3oBaTensa root, crenyeT yaanuthb.

sys",

8. B OC Linux cCywecTBYT MuWCNonHseMble ddaiibl, KOTOpble 3anyckalTcs C npaBamu
nonb3oBaTtensd root. 2T dannbl MMeT ycTaHoBneHHbiM dnar SUID. lMonb3oBaTenb root AosmkeH
onpeaenuTb, KakuMM U3 3TuUX @QannoB B paMKax onpeaeneHHoM B oOpraHusauuu MoaANTUKU
6e3onacHoCTM He TpebyeTcsa 3anyck C agAMUMHUCTPATMBHBLIMKM MOSIHOMOYMAMM, U C MNomoublo cbpoca
¢dnara SUID gonmxkeH CBeCTM KOMMYECTBO TakuxX painoB K MUHMMYMY. 3anyCcK OCTaBLUMXCSA dainos C
ycTaHoBsieHHbM dnarom SUID aosmkeH KOHTPOAMPOBATbCS Mosib3oBateneM root.

9. Mpu mncnonb3oBaHum CK3N «Kpuntolpo CSP» Ha MN2BM, noakaloYeHHbIX K 06WenoCTynHbIM
CeTAM CBSA3W, AO/MKHbI 6bMb MNpPeAnpuHATbl AOMNOSIHUTENbHbIE MEpbl, WCKA4allwme BO3MOXHOCTb
HECaHKLMOHNPOBAHHOIO AOCTyrNMa K CUCTEMHbIM pecypcaMm WUCMOoJIb3YEMbIX OMepaLUoHHbIX CUCTEM, K
nporpaMMHOMy o6ecrneyeHnto, B OKPYXEHUW KOToporo ¢yHkuuoHupytoT CK3W, u K KOMNOHeHTam
CK3U cO CTOpPOHbI YyKa3aHHbIX CeTeM.

10. MpaBo pocTtyna K pabouymMm MecTtaM C ycTaHoBiaeHHbiM [10 CK3U «Kpuntollpo CSP»
npefocTaBnseTca TONbKO NuMuaM, O03HAKOMJIEHHbIM C NpaBuaaMM  MOJSIb30BAHUA WU U3YUYUBLLUM

-18 -



XTAN.00087-03 91 03. Kpuntollpo CSP. PykoBoACTBO agMUHUCTpaTopa 6€30nacHOCT .
Mcnonb3oBaHne CK3M noa ynpasneHmeMm OC Linux

3KCMNyaTauMOHHYO AOKYMEHTauuo Ha nporpaMMHoe obecnedeHue, nMmeruwee B ceBoeM coctaBe CK3U
«Kpuntollpo CSP».

11. Ha TexHuyeckuMx CpeacTBax, oOcCHaWweHHbiX CK3WM, [0MKHO WCMOb30BaTbCS  TOJIbKO
JIMLEH3UOHHOE MporpaMMHoe obecnevyeHne hupM-npou3BoaAnUTENEN.

12. B BIOS onpenensTcsa yCTaHOBKM, UCKJKOYAKOLWME BO3MOXHOCTb 3arpy3ku onepaunoHHOM
CUCTEMbl, OT/INYHOM OT YCTaHOBJIEHHOM Ha HDD: OTKJ/O4YaeTCs BO3MOXHOCTb 3arpy3km C rubkoro
aucka, npusoga CD-ROM u npoume HecTaHAapTHble BUAbl 3arpy3kn OC, BKAOUas CETEBYHK 3arpysKky.
He npumeHnsitotcs MN2BM c BIOS, mnckioyalowmM BO3MOXHOCTb OTKIOYEHNSA ceTeBoM 3arpy3ku OC.

13. CpeacTtBamm BIOS ponkHa 6bTb UCKJIIOYEHA BO3MOXHOCTb OTKJIKOUEHUS MOJSIb30BaATENSAMMU
ISA-ycTpoiicTB n PCI-ycTponcTB. 0N MCKAKOYEHUS 3TOW BO3MOXHOCTM Bxoa B BIOS 3BM ponxeH
6bMb 3aliMWeH naposieM, K KOTOPOMY nMpeabaBAsSlOTCS Te Xe TpeboBaHusA, 4YTO M K Maposto
nonb3oaTtens root. Maponb ana exoga B BIOS posmkeH 6bMb M3BECTEH TOJILKO MOJsib30BaTeNto root u
ObITb OT/IMYHBLIM OT Mapossa nosb3oBaTens root ans sxoga B OC Linux.

14. [Oo 3arpy3km OC pgomxeH 6bTb peanmM3oBaH KOHTPOJb LEeNOCTHOCTM (aifioB, KPUTUYHbIX
ansa 3arpy3sku OC u nporpammbl CPVERIFY.

15. Mpu 3arpyske OC pomkeH 6bMb peann3oBaH KOHTPOJSb LENOCTHOCTM MNPOrpamMMHOro
obecneyeHns, Bxogswero B coctaB CK3UN «Kpuntollpo CSP», camoin OC u BCex MWCMNOJSIHAEMbIX
dannos, GyHKUMOHMPYOWMX coBMecTHO ¢ CK3WM ¢ ncnonb3osaHmem nporpamMmmol CPVERIFY.

16. CpeactBamm BIOS posmkHa 6bMb MCKAKOYEHa BO3MOXHOCTb paboTbl Ha 3BM, ecnim BO
BpEeMS ero Ha4yajbHOM 3arpy3Ku He MpoXoAssT BCTPOEHHble TecTbl OBM (POST).

17. Ha TM2BM ycTaHaBnueBaetcsa Tonbko oaHa OC. Ha lM2BM He ycTaHaBnmBarlTCs CpeacTsB
paspabotkn mn otnagkum MO. Ecnan cpeactBa oOTnagku MPUNOXKEHUA HYXHbl OS5 TEXHOMOMMYECKnNX
notpebHocTelr  oOpraHusauuM, TO  UX  WUCMOJb30BaHWe  AO/MKHO  O6bMb  CaHKUMOHMPOBAHO
aAMUHMUCTpaTopoM 6e3onacHocTu. B nwbom cnyuyae 3anpellaeTrcsa MCMoAb30BaTb 3TW CpeacTBa Ans
MpoCcMOTpPa W pefakTMpoBaHWsS Koda M MaMsaTM MpunoXxeHun, wucnonbdykwwmnx CK3WN «Kpuntollpo
CSP». Cnepyet usberaTb nonagaHus B CUCTEMY MporpamMmm, Mo3BOSOWMX, NOMb3ysacb owmnbkamm OC,
nony4yaTtb npusunernn root.

18. JomkHO 6bmb  orpaHudeHo (C  y4eToM BbGpaHHOM B OpraHuMsauuMm  MNOJSIUTUKMU
6e3onacHOCTM) UCMoSb30BaHWE MNosib30BaTeNssMM KOMaHg cron u at - 3anycka KOMaHA B yKa3saHHoe
BpeMs.

19. JonmkHo bbb peann3oBaHO (PU3MYECKOe 3aTupaHue COAEPXUMOro yaansemblx dannos c
ncnonb3oBaHneM nporpammbl Wipefile s coctasa CK3W.

20. JosmxHbI ObITb OTKJIHOUYEHLI BCE HeWNncnosnb3yeMble ceTeBble NMPOTOKOJIbl.

21. B cnyuvae noakntodveHns T9BM ¢ ycTaHoBneHHbiM CK3M Kk 06WenocTynHbIM CeTaM
nepegaym AaHHbIX AO/HKHO bbb OTKAOUEHO Mcnonb3oBaHue JavaScript, VBScript, ActiveX n apyrmx
NMpOrpaMMHbIX O6BLEKTOB, 3arpyxaembliX W3 CeTW, B MNpuKAagHbiX Mporpammax 6e3 npoBeaeHus
OOMOJSIHUTENIbHbIX TeMaTUYECKUX UCCNEeA0BaHWUMN.

22. JomkHbl  6bTb  MNPUHATLI  Mepbl MO MUCK/IOYEHUIO HeCaHKLUWOHMPOBAHHOrNO A0CTyna
MOCTOPOHHUX NULL B MOMELleHusl, B KOTOPbIX YCTaHOB/EHbl TexHuyeckune cpeactea CK3UM «Kpuntollpo
CSP», no poay CBOel AeATeNbHOCTU He SBASAKOWMUXCA MNEPCOHANOM, AOMNYLEHHbM K paboTe B
YKa3aHHbIX NMOMeLleEHNAX.

23. JomkHo 6bmb 3anpeleHo ocTaBfasATb 6e3 KOHTPONsS BbMWUCIUTENbHbIE CpeacTBa, Ha
KoTopbix 3kcrnyaTmpyetca CK3U «Kpuntollpo CSP» nocne BBoaa kiat4deBon uHdopmauun. [Mpu
yxone nonb3oBatens C paboyero MecTa AO/MHKHO WMCMNOMb30BATbCA aBTOMATUYecKOoe BKJOUYeHue
naposibHOM 3acTaBKM.

24. N3 cocTaBa cMCTeMbI A0IXKHO 6bITb UCK/TIOYEHO 060pyAOBaHME, KOTOPOE MOXET COo34aBaTb
yrpo3y 6e3onacHoctn OC Linux. Takxe HeobxoaMMo wu3beraTb MWCMNOJIb30BaHUA HeCTaHAApPTHbIX
annapaTHbIX CPeACTB, MMEKLMX BO3MOXHOCTb BUATb Ha MYHKUMOHUpoBaHue [M3BM wmnu OC Linux.

25. MNocne umHcTtannauum OC Linux cnepgyeT yCTaHOBUTb BCE PEKOMeHAOBaHHblE MpOrpamMMHble
06HOBNEHMS M NpOrpaMMHbie 06HOBNEHUS, CBA3aHHble ¢ 6€30MacHOCTbIO, CYLLECTBYOLWME HA MOMEHT
MHCTannsumn.

26. Ha BCce aupekTopuu, cogepxawume cucteMmHole darnnbl OC Linux un katanorn CK3WY,
HeobxoAMMO YCTaHOBWTb MpaBa AOCTyna, 3anpeljalolime BCeM MNoSb3oBaTensM, Kpome Bnapenbua
(Owner), 3anucs.
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27.B cBA3KM € TeM, 4YTO aBapwuiHbIA gamn onepaTMBHOM NaMATM MOXET coAepXaTb
KpunTorpacduyeckm onacHyt wHdopMauuio, B NpUKNAAHbIX MporpamMMax, ucnonb3dytowmx CK3U,
crnepyeT OTK/AKYUTb BO3MOXHOCTb €ro co3gaHusa ¢ nomowbko dyHkuum setrlimit ¢ napametpom
RLIMIT_CORE=0.

28. B OC Linux ucnonb3yeTrcs BupTyasnbHas namatb. O6nacTb BUPTYasbHOM NaMAaTUM AOJSKHA
6bmb opraHmsoBaHa Ha otaenbHoM HDD. Mo okoH4aHun paboTbl CK3UM coaep)xXmMoe BUPTYasibHOM
namMaTK AO/HKHO 3aTupaTtbCs C ucnonb3oBaHueMm cpeacts OC. B cny4yae aBapuiiHoro octaHosa [12BM,
npu cnegywuwen 3arpyske Heobxoammo B pexume “single user” oumctutb 06nacTb BUPTyasnbHOM
namatu nporpammoii wipefile, Bxoaswen B coctaB CK3U Kpuntolpo CSP. B cnyyae Bbixoga n3 CTpos
HDD, Ha KOTOpOM HaxoauTcs o6nacTb BUPTyanbHOW MNaMmsiTW, KpunTorpaduueckue Kadu nognexar
BbiBOAY M3 AencTtBus, a HDD cuuTaeTcs He noanexawmMm peMoHTy. DToT HDD yHuuyTOXaeTrcs no
npaBuiaM YHUYTOXEHUSA KJTIOUYEBbIX HOCUTENEN.

8.1.2. JononHutenbHble HacTporku OC Linux

Hactporikn OC Linux BbINONHAKTCA MyTeM peaakTupoBaHus (yaanenusa, pobaBneHus)
Pa3/IYHbIX KOHMUrypauMOHHbIX M KOMaHAHbIX (annos.

Ons  coxpaHeHUss BO3MOXHOCTU <«OTKaTUTb®» BHECEHHble W3MEHEHUS CcJleayeT COXpaHsSTb
Moauduumnpyemble dannbl B «b6e3onacHoM» MecTe (Ha BHELWHEM HOCUTeNle WM Ha He MOHTUPYEeMO
aBToOMaTuU4yeckun hannoBom cucteme).

OrpaHundeHve aocTyna nosjb3oBaTtesien U HAaCTPOWKU MOAb30BaTE/IbCKOr0 OKPYXeHud

HacTpolika nosib30BaTeNbCKOro OKPYXEHUS 3aKJ/Ilo4aeTcs B Clefylowmnx 4eNCTBUAX:
1. B ¢panne /etc/login.defs cnegyeTt ycTaHOBUTb cneaylolwime AMPEKTUBDI:
PASS_MAX_DAYS=30 (napameTp 3azaéT MaKCUMasibHOE€ BpeMs MCMNOJSIb30BaHMSA Naposis)

PASS_MIN_DAYS=30 (napameTp 3a4aéT MWHWUMAJIbHOE KOSIMYECTBO AHEN Mexay CMeHamMu
napons)

PASS_MIN_LEN=6 (ycTaHaBnuBaeT MUHUMASNIbHYIO AJMHY Maposs)

2. B danne /etc/profile yctaHoBUTb 3HaueHns umask=022 (napamMeTp 3agaeT MacKy co3aaHus
darina no-ymonyaHuio)

3. 1na nonb3oBaTtensa root yCTaHOBUTb MacKy pexwuma cosgaHus dannos 077 vnun 027:
umask 077 (umask 027);

4. Otpepaktuposatb dann /etc/shells n nomecTuTb B HEro WMEHa TOJIBKO Ans Tex
ncnonHsemblx darninos obonoyvek, KOTOpble yCTaHOBJSEHbl B cucTeme. o-yMonyaHuio, coaepxumoe
danna /etc/shells moxeT bbb TaknM:

/bin/csh

/bin/tcsh

/bin/sh

/bin/bash

5. Ypanute pann (ecnm oH cywecTByeT) /.rhosts.
6. Yoanutb cogepxumoe damnna /etc/host.equiv.

7. OTpepakTupoBaTb dann /etc/pam.conf ¢ uenbto 3anpeta rhosts-ayTeHTudumnkayum.
BbinonHAETCS KOMMEHTUPOBAHMEM BCEX CTPOK, CcoAepallimx noacTpoky "pam rhosts_auth.so".

8. MpoBepuTb uMAeHTUdMKATOPblI MOAb30OBaTENs W rpynnbl ANA BCeX NoJsib30BaTenen,
nepeyncneHHblx B danne /etc/passwd. Cnegyer ybeamtbCsi, UTO He CyLWeCTBYET MONb30OBaTeneMn,
uMerwmnx uaeHTudukatop nonbsosatens 0 wu  wmaeHTudwukatop rpynnbel 0 Kpome, BO3MOXHO,
nosib3oBaTtensa root.

9. Co3paTb MepedyeHb MporpamMMm, KOTOpble 3anyckawTcs C npaBaMum agMUHUCTpaTopa, U
KOHTpPONNpOBAaTb €ro HEM3MEHHOCTb;

10. 3anpeTuTb perucTpauuio B CUCTEME MOJSIb30BaTeNel, UMELNX Creayolne «cnyxebHble
UMeHa»:

daemon uucp

bin nuucp
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Sys listen
adm listen

Ip nobody
smtp noaccess

[encTBue BbLINOMHSAETCHA MyTeEM YyKa3aHus B danine /etc/passwd cTtpoku '/bin/false' B none
shell-nporpammbl 1 ykasaHus cumBona 'x' B nosie napons.

OrpaHu4YeHus Npu_MOHTUPOBAHUW DaNoBbIX CUCTEM

OrpaHunyeHnst nMpu MOHTUPOBaHWKM (alIOBbIX CUCTEM peanm3yloTCs pedakTupoBaHueMm aina
/etc/fstab:
YCcTaHOBUTb ONuuio nosuid mpy MOHTMpOBaHuM annoBoOn CUCTEMbI /var.

Mpn MHCTanNAUUKM CUCTEeMbl creayeT Bbiaenutb ans dannosbix cuctem /, /usr, /usr/local, /var
pa3Hble pasgensl gucka Ans nNpeaoTBpalleHus nepenosiHeHns KpUTUUHbIX hannoBbix cuctem (/, /var)
3a CYyeT, HanpuMep, nMONAb30BaTeNbCKUX AaHHbX W obecrnevyeHUss BO3MOXHOCTW MOHTMPOBAHUS
dannoBo CUCTEMbI /USI B peXMMe <TOMbKO ANS YTEHUs».

OrpaHM4yeHus Ha 3anyCcK NpoLIeccoB

CnepyeT OrpaHuymMTb MWCMNOMb30OBaHME B CUCTEME [MJIaHMpOBLIMKA 3ajad Ccron WU CpeacTsB
nakeTHon o6paboTku 3agaHuin. [Ons HopManbHOro @GYHKLWOHMPOBaAHUA CUCTEMbl MWHMMAasbHO
HeobXo0AUMbIM  ABASIETCA pa3pelleHne MWCNoMb30BaHMS MJaHUPOBLUMKA 3adad Ccron M CpeacTsB
nakeTHonm o06paboTkm 3adaHui TONLKO Nofnb3oBaTent root. [Ans 3TOro cneayer BbINOJHUTb
crnepytoume KomaHabl (OT MMEHM Cynepnosib3oBaTens):

echo root > /etc/cron.allow
echo root > /etc/at.allow

HacTpoiika ceTeBbIX CEPBUCOB

HacTpolika ceTeBbiX CEPBMCOB 3aK/ll04aeTCcs B CrefyloweM:

CnepyeT orpaHnuntb QYHKLMOHANBLHOCTb JAeMOHa YMpaBieHuss CceTeBbiMWM COeaUMHEHUSIMU
xinetd. [dencTtBue 3akioyaeTcs B pedakTupoBaHum anna /etc/xinetd.conf n dannos B katanore
/etc/xinetd.d. Kak MMHUMYM, cneayeT 3anpeTuTb Cleaylowmne cepBuchl:

echo systat
discard netstat
daytime tftp
chargen telnet

finger nfsd

1. Ecnm He nnaHuMpyeTcs  WMCNOMb30BaTb HacTpavMBaeMbli  KOMMbOTEP B KayecTBe
MapwpyTusaTopa, HeobxoaMMo B cTapToBble dalabl NOMecTUTTb KoMaHay /sbin/sysctl -w
net.ipv4.ip_forward = 0;

2. CnepyeTt 3anpeTuTb NpMeM U3 BHELWHEN CeTU «wunpokoBellaTenbHbix» (broadcast) nakeTos,
a TakXe nepeaayvy OTBETOB Ha NPUHATblE «LIMPOKOBeLWaTeNbHble» MNaKeThbl;

3. 3anpeTtuTb cynepnosib3oBaTento goctyn no ftp, pns atoro pobaButb «root» B ann
/etc/ftpusers;
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4. 3anycTuTb npoueaypy peructpaumm 3anycka npoueccoB (accounting) BbINOSIHEHMEM
KOMaHAabl /sbin/accton;

5. Ecnum nnaHmpyeTcs mMcnonb3oBaTb Ha HacTpavBaeMoM cepBepe cepsuc FTP, To cneayet
co3gaTtb (oTpegakTupoBaTb) dann /etc/ftpusers co cNMCKOM MNonb3oBaTenen, AN KOTOPbIX 3arnpeLLeH
JOCTyn K cepBepy no npotokony FTP. ®aiin nMeeT TeKkCcTOBbIM dopMaT M AOMXKeEH coAaepxaTb Mo
OLHOMY WMEHW nonb3oBaTeNns B CTpoke. B cnucke «3anpelleHHbIX" Mnosib3oBaTesie, Kak MUHUMYM,
OOKHbI 6bITb NepeYncsieHbl creayolme MMeHa nosb3oBaTenen:

daemon uucp

bin nuucp
sys listen
adm listen

Ip nobody
smtp noaccess

6. Ans orpaHun4yeHunsa AocTtyna K CUCTEMHbIM dannam ans HeENpUBUNErMpoBaHHbIX
rnosib3oBaTesien, U3 KOMaHAHOM CTPOKW cneayeT BbINONHUTbL crefylolme KoOMaHAabl:

chown root /etc/mail/aliases
chmod 644 /etc/mail/aliases
chmod 444 /etc/default/login
chmod 750 /etc/security
chmod 000 /usr/bin/at

chmod 500 /usr/bin/rdist
chmod 400 /usr/sbin/snoop
chmod 400 /usr/sbin/sync
chmod 400 /usr/bin/uudecode

7. Takxe cnegyeT o06bHynutb dnar SGID ana HeKOTOPbIX UCMONHSAEeMbIX (alinoBs:

chmod g-s /bin/mail

chmod g-s /usr/bin/write
chmod g-s /bin/netstat
chmod g-s /usr/sbin/nfsstat
chmod g-s /usr/bin/ipcs
chmod g-s /sbin/arp

chmod g-s /bin/dmesg
chmod g-s /sbin/swapon
chmod g-s /usr/bin/wall

OrpaHunyeHvne KOAWYecTBa «BMAVMMOW M3BHE» uHbOpMaumn O cucTteme

O6bMHO, HauyanbHylO WHGMOPMaAUUIO O CUCTEME MOTEHUMasbHbIA HapywuTenb nosy4daeT wu3
CUCTEMHBbIX MpUrMaleHnii, BbigaBaeMbIXx ceTeBbiMn cnyxbamm cepBepa (telnet-cepsep, ftp-cepBep wu
np.).

MoaToMy, K MepaM MO OrpaHuM4YeHuI0 KonuyecTBa «BUAMMOW M3BHE» MHPOpMauuUM O cuUcTeme
OTHOCSATCSH:

— OTKa3 OT CTaHAApTHOro «3arosoBKa», BbIBOAMMOro cepBepoM ftp npu oTBeTe Mosb30BaTeNo.
JocTuraeTtcsa ykasaHueM B darine /etc/default/ftpd cneaytowmx anpektns: BANNER="";
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- PepakTupoBaHue daninos /etc/issue, /etc/ftp-banner n /etc/motd c uenbio pasbsCHEHUSN
nonb3oBaTensaM npaBua M NONIUTUKM AOCTyna K cepBepy ftp.

HacTpoika noacmnctembl NPOTOKOAMPOBaHMA M ayauTa

Cne,qyeT YAOCTOBEPUTBLCA, YTO TOJZIbKO MOJIb30BaTE/1b root umeer AOCTYyN Ha 3anncb And
cnepyouwmx dhannos:

/var/log/authlog
/var/log/syslog
/var/log/messages
/var/log/sulog
/var/log/utmp
/var/log/utmpx

Ecnu Ha HacTpauMBaeMOM cepBepe Mcnofb3yeTcs web-cepBep, To cneayeT ybeantbCs, 4TO
ToNbkO "Bnageneu" npouecca httpd mmeeTr gocTyn Ha 3anmcb K npoTokonam httpd

OrpaHnuutb (C ydeToM BbibpaHHOM B OpraHu3auuu NOAUTUMKKM 6e30MacHOCTM) UCMOJSIb30BaAHUE
nonb3oBaTenssMMm KoMaH4 Su M sudo - npepocTaB/ieHMs MOMb30BaTeNlD  aAMUHUCTPATUBHbIX
NOTHOMOYMNA.

CneayeTt NpOTOKO/IMPOBATb MOMbITKWM MCMOAb30BaHMS MporpamMMm su mn sudo. ng aTtoro, B dann
/etc/syslog.conf cnegyet no6aBuTb 3anuUCh:

auth.notice /var/log/authlog
Unu
auth.notice /var/log/authlog, @loghost.

Bropas cTpoka aHanornyHa nMepBOi, HO YKa3biBA€T, UTO MNPOTOKOS JOMNOJIHUTENBHO
nepegaeTcs Ha cepBep c6opa NPOTOKOJIOB.

Cnepyet obecneunTb NMPOTOKONPOBaAHNE HeyCNELWHbIX MOonbITOK pernctpaunn B CUCTEME B
NoKanbHOM npoTokone. Anda 3Toro, cfiefyeT BbINOSHUTE Cleayowme KoMaHabl:

touch /var/admy/loginlog

chown root /var/adm/loginlog
chgrp root /var/adm/loginlog
chmod 644 /var/adm/loginlog

Ons NpoTOKONMPOBAHUA CETEBbIX COEAMHEHWIA, KOHTPOAMpPYEMbIX AeMOHOM Xinetd (Bknto4as
paTty/spema coeauHeHus, IP-agpec KkAvMeHTa, YCTAHOBMBLUErO COeAMHEHME W WMS CepBUCa,
obcnyxusatuwero coegmHeHune), B dann /etc/syslog.conf cneayet nob6aBuUTb 3aNuUCh:

daemon.notice /var/log/syslog

8.2. TpeboBaHMs NO pasMeLleHMI0 TEXHUYECKUX CPeacTB C YCTaHoBMeHHbIM CK3U
Mpn pasMelleHMn TEXHUYECKUX CPeAcTB C yCTaHoBneHHbiM CK3U:

JOMmKHbI 6bTb NPUHATLI MEpPbI MO 3aWWUTEe HEeCaHKLMOHMPOBAHHOIMO A0CTyna B MOMELLEHMUs, B
KOTOPbIX pa3MelleHbl TeXHUYECKMe CpeAacTBa C ycTaHoBseHHbiM CK3W, NOCTOPOHHUX nuu, No poay
CBOEN [eATeNIbHOCTU He SABASIWMXCS MepcoHanoM, AOonylweHHbM K paboTte B 3Tux nomeweHusix. B
cnyyae HeobxoAMMOCTW MNPUCYTCTBUSA MOCTOPOHHMX NML B YKa3aHHbIX MOMeLeHUsaX AOo/MKeH 6bmb
obecrneyeH KOHTPOJSib 3@ UX AENCTBUAMU U obecneyeHa HEBO3MOXXHOCTb HEraTUBHbIX AEWCTBUA C UX
CcTopoHbl Ha CK3W, TexHnyeckue cpencTtBa, Ha KoTopbiX 3akcnayatupyetca CK3M v 3awumuwiaemyro
MHpopMauuio.
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BHYTpEHHSAA NNaHUpOBKA, PacrosiOXXEHME U YKOMMJIEKTOBAHHOCTb pabouumx MecT B
NMOMELWEHNAX AO/MKHbl obecneymBaTb WCMNOMHUTENAM paboT, COXPAHHOCTb [AOBEPEHHbIX WM
KOHdUAEHUMANbHbIX AOKYMEHTOB W CBEAEHWIA, BKJOUAs KAOUYEBYO MHDOPMaLUIO.

B cnydae nnaHuvpoBaHusa pasmeweHuss CK3W B nomeweHusax, rae npucyTCTBYyeT pedeBas,
aKycTuyeckas " BU3yasibHas WMHdopmMaums, coaepxawas cBefeHus, cocTasnistoume
rocyaapCTBEHHYK TakHy, M (MnM) yCTaAHOBJIEHbl TEeXHWMYecKuMe cpeacTBa WM CUCTEMblI MpueMma,
nepegayn, o6paboTkn, XpaHeHMss n oTobpaxeHus MHGOpMauuKW, CcoaepXKalleln CcBeaeHus,
COCTaBnAWMe rocygapCTBEHHYIO TalHy, TeXHU4YeckKue cpeacTBa WMHOCTPaHHOro MNpPoOM3BOACTBA, Ha
KOTOpPbIX (YHKLMOHMPYIOT nporpaMmHble moaynum CK3W, nonkHbl 6bMb NOABEPrHyThbl CNeLManbHOMN
npoBepKe MO BbIABJEHWUIO YCTPONCTB, NpeAHAa3HAUYEeHHbIX A/ HErnacHoOro nony4vyeHuss MHgopmaumm».,
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9. TpeboBaHua Mo KpunTorpauyeckon 3saluute

JOoKHbI BbINOAHATLCS Tpe6OBaHVIFIZ
1. lcnonb3oBaHMe TOJIbKO JIMLEH3MOHHOIO CUCTEMHOINo NPOrpamMMHOro obecneyeHus.

2. Pazgen 16 pgokyMmeHTa XTHAM.00087-03 91 01. <«PykoBoACTBO aAMMHUCTpaToOpa
6e3onacHocTU. Obwas 4YacTb».

3. Nepen HavanoMm paboTbl AonkeH ObMb NpoBeAeH KOHTPOJb LEeNOCTHOCTU. KoHTponem
LEeIOCTHOCTU A0/MKHbI 6bTb OXBadeHbl dannbl, yYKasaHHble B N. 14.

4. HacTpolika onepaunoHHon cuctembl ana pabotel ¢ CK3M no n. 8.1.2.

5. Mpn wmHcTannaummn CK3UN pgonxHel 6bmb obecneyeHbl OpraHM3auMOHHO-TEeXHUYEeCKUe Mepbl
Mo UCKJ/IIOYEHUIO nogMeHbl AucTpubyTmBa u BHeceHus nameHenmn B CK3W nocne yctaHoBKMW.

6. ickniouyeHme un3 nporpaMMHoro obecnedyenus [MOBM ¢ ycTaHoBneHHbM CK3W cpeacTs
OoTNaaKu.

7. Maponb, wncnonb3yembin Ans ayTeHTudukKauumm nonb3oBaTenier, AO/MKEH CcoAaepXaTb He
MeHee 8 cuMBONOB andasBuTa MOWHOCTM He MeHee 10. MepvOAMYHOCTb CMEHbl Maposid — He pexe
o4HOro pasa B 3 Mecsua.

8. NepnoaAnNYHOCTb TECTOBOMO KOHTPOASa Kpuntorpaduieckmnx GyHKuui - 10 MUHYT.
9. BExxecyTouHas nepesarpyska M2BM.

10. NepmogmyHoCcTb oOcCTaHoBa [1O9BM ¢ oba3aTenbHONW MNPOBEPKOM CUCTEMbI O XIaXAeHuUs
rnpoueccopHoro 6noka N3BM - 1 mecsauy.

11. 3anpewaetcs wucnonb3oBaTb pexum npocton 3ameHbl (ECB) TOCT 28147-89 pans
wndpoBaHua MHMOpMaLUM, KpoMe KIHOYEBOMN.

12. JomkHO 6bMb 3anpelweHo ucnonb3oBaHne CK3M ans 3awmTbl TenedOoHHbIX NeperoBopoB
6e3 MpUHATMA B CUCTEMe Mep Mo 3awuTe OT MHMDOPMATMBHOCTM MOBOYHBLIX KaHaNoB, cneunduyeckmx
npv nepegaye peumu.

13. JomkHa 6bmb 3anpeweHa pabota CK3UM npu BkAKOUYEHHbIX B MOBM wraTHbIX cpeacTBax
BbIX04a B paguvoKaHan.

14. KOHTpONEM LENOCTHOCTM AO/MKHbI 6bITb OXBayeHbl dannbl:
Linux (x86)

/opt/cprocsp/bin/ia32/curl
/opt/cprocsp/lib/ia32/1libecpcurl.so.4.2.0
/opt/cprocsp/lib/ia32/1libcpcurl.a
/opt/cprocsp/lib/ia32/libcpcdrv_emul.a
/opt/cprocsp/bin/ia32/cp-genpsk.sh
/opt/cprocsp/bin/ia32/genpsk
/opt/cprocsp/lib/ia32/1libike gost.so.4.
/opt/cprocsp/lib/ia32/1libesp gost.so.
/opt/cprocsp/lib/ia32/librdremv.so.4.
/opt/cprocsp/bin/ia32/1list pcsc
/opt/cprocsp/lib/ia32/librdrpcsc.s0.4.0.5
/opt/cprocsp/lib/ia32/librdrric.s0.4.0.5
/opt/cprocsp/sbin/ia32/ccid reg.sh
/opt/cprocsp/lib/ia32/1librsaenh.s0.4.0.5
/opt/cprocsp/sbin/ia32/stunnel hsm
/opt/cprocsp/sbin/ia32/stunnel thread
/opt/cprocsp/sbin/ia32/stunnel fork
/opt/cprocsp/bin/ia32/cryptcp
/opt/cprocsp/bin/ia32/certmgr
/opt/cprocsp/bin/ia32/inittst
/opt/cprocsp/bin/ia32/csptestf
/opt/cprocsp/bin/ia32/der2xer
/opt/cprocsp/lib/1a32/1ibcapi20.s0.4.0.5
/opt/cprocsp/lib/ia32/libcpext.s0.4.0.5
/opt/cprocsp/lib/ia32/libasnldata XER.s0.4.0.5
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/opt/cprocsp/lib/ia32/libasnldata.so0.4.0.5
/opt/cprocsp/lib/ia32/1libsspdrv.a
/opt/cprocsp/lib/1ia32/1ibssp.so0.4.0.5
/opt/cprocsp/lib/ia32/1libenroll.so0.4.0.5
/opt/cprocsp/lib/ia32/liburlretrieve.so0.4.0.5
/opt/cprocsp/lib/ia32/1ibcsp.so0.4.0.5
/opt/cprocsp/lib/ia32/librdrrndmbio tui.so0.4.0.5
/opt/cprocsp/lib/ia32/1libcppkecsll.so.4.0.5
/opt/cprocsp/bin/ia32/cpverify
/opt/cprocsp/bin/ia32/wipefile
/opt/cprocsp/bin/ia32/csptest
/opt/cprocsp/lib/ia32/librdrrndm.so0.4.0.5
/opt/cprocsp/lib/ia32/librdrsup.so.4.0.5
/opt/cprocsp/lib/ia32/librdrdsrf.s0.4.0.5
/opt/cprocsp/lib/ia32/librdrfatl2.s0.4.0.5
/opt/cprocsp/lib/ia32/1ibcapil0.so0.4.0.5
/opt/cprocsp/lib/ia32/1libcpui.so.4.0.5
/opt/cprocsp/lib/ia32/libcpalloc.s0.0.0.0
/opt/cprocsp/lib/ia32/1ibjemalloc.s0.0.0.0
/opt/cprocsp/sbin/ia32/unreg prov_type name.sh
/opt/cprocsp/sbin/ia32/cpconfig
/opt/cprocsp/sbin/ia32/mount flash.sh
/opt/cprocsp/lib/ia32/1librdrsbl.so0.4.0.5

Linux (x64)

/opt/cprocsp/bin/amd64/curl
/opt/cprocsp/lib/amd64/libcpcurl.a
/opt/cprocsp/lib/amdé64/libcpcurl.so.4.
/opt/cprocsp/lib/amd64/libcpedrv_emul.a
/opt/cprocsp/bin/amd64/cp-genpsk.sh
/opt/cprocsp/bin/amdé64/genpsk
/opt/cprocsp/lib/amd64/1libike gost.so.4.
/opt/cprocsp/lib/amd64/1libesp gost.so.4.
/opt/cprocsp/lib/amd64/librdremv.so.4.0.
/opt/cprocsp/bin/amd64/1list pcsc
/opt/cprocsp/lib/amd64/librdrpcsc.so0.4.0.5
/opt/cprocsp/lib/amd64/librdrric.s0.4.0.5
/opt/cprocsp/sbin/amd64/ccid reg.sh
/opt/cprocsp/lib/amd64/librsaenh.s0.4.0.5
/opt/cprocsp/sbin/amd64/stunnel fork
/opt/cprocsp/sbin/amd64/stunnel thread
/opt/cprocsp/sbin/amd64/stunnel hsm
/opt/cprocsp/bin/amdé64/cryptcp
/opt/cprocsp/bin/amdé64/certmgr
/opt/cprocsp/bin/amdé64/inittst
/opt/cprocsp/bin/amdé64/csptestf
/opt/cprocsp/bin/amd64/der2xer
/opt/cprocsp/lib/amd64/1libcapi20.s0.4.0.5
/opt/cprocsp/lib/amd64/libcpext.so.4.0.5
/opt/cprocsp/lib/amd64/libasnldata.so0.4.0.5
/opt/cprocsp/lib/amd64/libasnldata XER.s0.4.0.5
/opt/cprocsp/lib/amd64/1libsspdrv.a
/opt/cprocsp/lib/amd64/1ibssp.so0.4.0.5
/opt/cprocsp/lib/amd64/libenroll.so.4.0.5
/opt/cprocsp/lib/amd64/liburlretrieve.so0.4.0.5
/opt/cprocsp/lib/amd64/1libcsp.so0.4.0.5
/opt/cprocsp/lib/amd64/librdrrndmbio tui.so.4.0.5
/opt/cprocsp/lib/amd64/1libcppkecsll.so.4.0.5
/opt/cprocsp/bin/amdé64/cpverify
/opt/cprocsp/bin/amdé64/wipefile
/opt/cprocsp/bin/amd64/csptest
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/opt/cprocsp/lib/amd64/librdrrndm.so.4.0.5
/opt/cprocsp/lib/amd64/librdrsup.so.4.0.5
/opt/cprocsp/lib/amd64/librdrdsrf.so0.4.0.5
/opt/cprocsp/lib/amd64/librdrfatl?2.s0.4.0.5
/opt/cprocsp/lib/amd64/1ibcapil0.so0.4.0.5
/opt/cprocsp/lib/amd64/1libcpui.so.4.0.5
/opt/cprocsp/lib/amdé64/libcpalloc.s0.0.0.0
/opt/cprocsp/lib/amdé4/libjemalloc.s0.0.0.0
/opt/cprocsp/sbin/amd64/unreg prov_type name.sh
/opt/cprocsp/sbin/amd64/cpconfig
/opt/cprocsp/sbin/amd64/mount flash.sh
/opt/cprocsp/lib/amd64/librdrsbl.so0.4.0.5

Linux (ARM)

/opt/cprocsp/bin/arm/curl
/opt/cprocsp/lib/arm/libcpcurl.a
/opt/cprocsp/lib/arm/libcpcurl.so.4.2.0
/opt/cprocsp/sbin/arm/stunnel hsm
/opt/cprocsp/sbin/arm/stunnel thread
/opt/cprocsp/sbin/arm/stunnel fork
/opt/cprocsp/bin/arm/cryptcp
/opt/cprocsp/bin/arm/certmgr
/opt/cprocsp/bin/arm/csptestf
/opt/cprocsp/lib/arm/libcapi?20.s0.4.0.5
/opt/cprocsp/lib/arm/libcpext.so.4.0.5
/opt/cprocsp/lib/arm/libasnldata XER.s0.4.0.5
/opt/cprocsp/lib/arm/libasnldata.so0.4.0.5
/opt/cprocsp/lib/arm/libssp.s0.4.0.5
/opt/cprocsp/lib/arm/libsspdrv.a
/opt/cprocsp/lib/arm/libenroll.so.4.0.5
/opt/cprocsp/lib/arm/liburlretrieve.so0.4.0.5
/opt/cprocsp/lib/arm/libcsp.so0.4.0.5
/opt/cprocsp/lib/arm/librdrrndmbio tui.so.4.0.5
/opt/cprocsp/bin/arm/cpverify
/opt/cprocsp/bin/arm/wipefile
/opt/cprocsp/bin/arm/csptest
/opt/cprocsp/lib/arm/librdrrndm.so.4.0.5
/opt/cprocsp/lib/arm/librdrsup.so.4.0.5
/opt/cprocsp/lib/arm/librdrdsrf.so0.4.0.5
/opt/cprocsp/lib/arm/librdrfatl2.s0.4.0.5
/opt/cprocsp/lib/arm/libcapil0.s0.4.0.5
/opt/cprocsp/lib/arm/libcpui.so.4.0.5
/opt/cprocsp/sbin/arm/unreg prov_type name.sh
/opt/cprocsp/sbin/arm/cpconfig
/opt/cprocsp/sbin/arm/mount flash.sh

Linux (POWER)

/opt/cprocsp/bin/ppc64/curl
/opt/cprocsp/lib/1ib64/libcpcurl.so.4.2.0
/opt/cprocsp/lib/1ib64/1libcpcurl.a
/opt/cprocsp/lib/lib64/libcpcdrv_emul.a
/opt/cprocsp/bin/ppc64/cp-genpsk.sh
/opt/cprocsp/bin/ppc64/genpsk
/opt/cprocsp/lib/1ib64/1libike gost.so.4.0.4
/opt/cprocsp/lib/1ib64/libesp gost.so.4.0.4
/opt/cprocsp/lib/1ib64/librdremv.so0.4.0.4
/opt/cprocsp/lib/1ib64/librdrrndmbio gui.so.4.0.4
/opt/cprocsp/lib/1ib64/1libxcpui.so.4.0.4
/opt/cprocsp/lib/1ib64/librdrrndmbio gui fgtk.so.4.0.4
/opt/cprocsp/lib/lib64/libfgcpui.so.4.0.4
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/opt/cprocsp/sbin/ppc64/xcpui_app
/opt/cprocsp/sbin/ppc64/fgtk rndm app
/opt/cprocsp/bin/ppc6d/list pcsc
/opt/cprocsp/lib/1ib64/1librdrpcsc.so0.4.0.4
/opt/cprocsp/lib/1ib64/1librdrric.so.4.0.4
/opt/cprocsp/sbin/ppc64/ccid reg.sh
/opt/cprocsp/lib/1ib64/librdruec.so0.4.0.
/opt/cprocsp/lib/1ib64/libcpcvcert.so.4.
/opt/cprocsp/lib/1ib64/librsaenh.s0.4.0.
/opt/cprocsp/sbin/ppc64/stunnel thread
/opt/cprocsp/sbin/ppc64/stunnel fork
/opt/cprocsp/sbin/ppc64/stunnel hsm
/opt/cprocsp/bin/ppc6d/cryptcp
/opt/cprocsp/bin/ppc64/certmgr
/opt/cprocsp/bin/ppc64/inittst
/opt/cprocsp/bin/ppc64/csptestf
/opt/cprocsp/bin/ppc64/der2xer
/opt/cprocsp/lib/1ib64/1ibcapi20.s0.4.0.4
/opt/cprocsp/lib/1ib64/1libcpext.so0.4.0.4
/opt/cprocsp/lib/1ib64/libpkixcmp.so.4.0.4
/opt/cprocsp/lib/1lib64/libasnldata.so.4.0.4
/opt/cprocsp/lib/1ib64/1libsspdrv.a
/opt/cprocsp/lib/1ib64/1ibssp.s0.4.0.4
/opt/cprocsp/lib/1ib64/libenroll.so0.4.0.4
/opt/cprocsp/lib/1ib64/liburlretrieve.so0.4.0.4
/opt/cprocsp/lib/1ib64/1libcsp.s0.4.0.4
/opt/cprocsp/lib/1ib64/librdrrndmbio tui.so0.4.0.4
/opt/cprocsp/lib/1ib64/libcppkcsll.so.4.0.4
/opt/cprocsp/bin/ppc6d/cpverify
/opt/cprocsp/bin/ppc6d/wipefile
/opt/cprocsp/bin/ppc64/csptest
/opt/cprocsp/lib/1ib64/1librdrrdr.so.4.0.4
/opt/cprocsp/lib/1ib64/librdrrndm.so.4.0.4
/opt/cprocsp/lib/1ib64/1librdrsup.so.4.0.4
/opt/cprocsp/lib/1ib64/librdrdsrf.so0.4.0.4
/opt/cprocsp/lib/1ib64/librdrfatl2.s0.4.0.4
/opt/cprocsp/lib/1ib64/1ibcapil0.s0.4.0.4
/opt/cprocsp/lib/1ib64/libcpui.so.4.0.4
/opt/cprocsp/lib/1ib64/1libcpalloc.s0.0.0.0
/opt/cprocsp/lib/1ib64/1libjemalloc.s0.0.0.0
/opt/cprocsp/sbin/ppc64/unreg _prov_type name.sh
/opt/cprocsp/sbin/ppc64/cpconfig
/opt/cprocsp/sbin/ppc64/mount flash.sh
/opt/cprocsp/lib/1ib64/1librdrsbl.so.4.0.4

DS O D
sy
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MpunoxxeHne 1. KOHTpOob LENOCTHOCTM MPOrpaMMHOro obecneveHus

B pononHeHWe K AMCTpUBYTMBY MOCTaBASKOTCS CKPUNTOBbIE ainbl integrity.sh, 3anyckom
KOTOpPbIX MOXHO y6eanTbCs B LEeNOCTHOCTM AUCTPUOYTMBaA A0 ero yCTaHOBKMU.

MporpammHoe obecneveHne CK3WN umeeT cpeactBa obecneyeHuMss KOHTpPONs uLenocTtHoctu MO
CK3W, koTopble BbINOMHATCA Nepuognyecku.

Ecnn B pe3ynbTaTe nNepuMoaAMYEcKOro KOHTPOAS LEeNOCTHOCTU nosBAseTcs coobuweHus o
HapyLlWeHUN LEeNoCTHOCTU KOHTponupyemoro darnna, nonb3oBaTesnb 06s3aH npekpaTutb paboTy u
0bpaTuTbCa K aAMMHUCTpaTopy 6e30nacHoOCTM.

AQMUHUCTpaTOp 6€e30MacHOCTM, MNPOaHaNU3MPOBaB MPUUMHY, MPUBEALYI0 K HapYLUEHWUO
LLeNIOCTHOCTH, A0/KEH nepeycTaHoBuTb MO CK3U «Kpuntolpo CSP» ¢ AucTpubyTuBa, WM CUCTEMHOE
Mno.

Moaoynb cpverify no3BoNnsieT OCYWECTBNAATb KOHTPOJSIb LEJIOCTHOCTU  YCTaAHOBJIEHHOIO
nporpamMMHoro obecnedeHusa. KoHTponb LENOCTHOCTM (halnoB OCYLLECTBASETCS MNpu 3arpy3ke danna
Ha ucnosiHeHMe (M MepuoanYecKM BO BpPEMS BbLIMNOJIHEHUS) WM MNPUM PYYHOM 3anycke MnporpamMmel
KOHTPO/S L,eNoCTHOCTMH.

cpverify filename [-alg algid] [hashvalue] [-inverted_halfbytes <inv>] - npoBepka
LUesloCcTHOCTU daina ¢ nMmeHem filename no anroputmy algid. Ecnm He ykasaH napameTp hashvalue, To
3Ha4vyeHMe XxaWw-dyHKUMN Ans cpaBHeHus b6epetcs u3 danna <filename.hsh>. MapameTtp algid moxeT
nMpuHUMaTb 3HayeHus GR3411, GR3411_2012_256 n GR3411_2012_512. Ecau algid He ykasaH, TO
mncnonbsyetca GR3411. [-inverted_halfbytes <inv>] ykasbBaeTcs, ecnu nony6anTtbl B hashvalue
nepesepyThbl. lMo-yMonuyaHuo inv ycTaHaBnmeaetcsa B 1 ang GR3411 n B 0 gna GR3411_2012 256 un
GR3411_2012_512.

cpverify -mk filename [-alg algid] [-inverted_halfbytes <inv>] - BbmMMUCAEHME 3HAYEHMA X3LU
dyHkUuMn agna danna ¢ umeHem filename. lMapameTp algid MoxeT npuHMMaTb 3HadeHms GR3411,
GR3411_2012_256 wn GR3411_2012_512. Ecnm algid He vykasaH, TO wucnonbdyetrcsa GR3411. [-
inverted_halfbytes <inv>] yka3biBaeTcs, ecnnm Heobxoammo nepeBepHyTb nonybanTtel B hashvalue.
Mo-ymonyaHuto inv ycTaHaBnmBaetcd B 1 ana GR3411 u B 0 ana GR3411_2012_256 wu
GR3411_2012_512.

cpverify -file_sign filename -cont cont_name [-pin password][-provhame Provname] [-
provtype Provtype] - noanuceBaetr dann ¢ wmMmeHem filename c nomMowbl KA4Ya, B3ATOrMO M3
KoHTelHepa ¢ mMeHeM cont_name. [one password - naposib 3awWmuTbl KOHTelHepa. Mons Provname w
Provtype yka3biBaloT, Kakoli npoBanaep HeobxoaAuMMO wucnosb3oBaTtb. [lone Provtype MoxeT
npuHuMaTb 3HadveHusa 75,80 n 81. Ecnu Provtype He ykasaH, To ncnonosyercsa 75.

cpverify -file_verify filename [signval] -timestamp date - T[lpoBepseTr noanucb danna c
mmeHem filename. Ecnm signval He ykasaH, TO 3HauyeHue pAns cpaBHeHus b6epetcsa w3 danna
<filename>.sgn. B none date HeobxoamMMo ykasaTb AaTy, Korga noanucb 6buia co3gaHa, B dopmaTte
dd.mm.yyyy.
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MpunoxeHue 2. YnpasieHne npoTOKOSIMPOBAHNEM

Ona BkA4YeHUs/oTKAoUeHNs 3Ha4vyeHne log ucnonbsymre:

a) RHEL
[ns 3apaHMa ypoBHS NpoTOKONa
/opt/cprocsp/sbin/<Ha3BaHue_apxuTekTypbl>/cpconfig —loglevel cpcsp -mask 0x9
Onsa 3agaHmsa dopmaTa npoTokona
Jopt/cprocsp/sbin/<Ha3BaHue_apxuTekTypbl >/cpconfig -loglevel cpcsp -format 0x19
[0ns npocMoTpa MaCcKu TeKylero ypoBHs v popmaTa npoTokoa
/opt/cprocsp/sbin/<Ha3BaHue_apxuTekTypbl>/cpconfig -loglevel cpcsp -view

b) ana RHEL ypoBHS sapa
insmod drvcsp.o log_level=0x9

3HauyeHMEM MapaMeTpa YpOBHb MPOTOKOJa sABAsSeTCcs 6GuToBas Macka:
N_DB_ERROR = 1 # coobuweHna o6 owmnbkax
N_DB LOG = 8 # cooblieHns o BbI3OBax

3HadyeHneM napameTpa popMaT NpoToKona siBnseTcsa 6utoBas Macka:
DBFMT_MODULE = 1 # BbiBOAUTb UMS MOAYNS

DBFMT_THREAD = 2 # BblBOAWTb HOMEpP HUTKW
DBFMT_FUNC = 8 # BbBOAUTb MMSA (PYHKLUMU
DBFMT_TEXT = 0x10 # BbiBOAUTb CaMoO cooblieHune
DBFMT_HEX 0x20 # BbBOAUTbL HEX pgamn
DBFMT_ERR

0x40 # BbBOAUTb GetlLastError
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JIUCT pernctpaumm M3MeHeHWi

JlucT pervctpaumm nsmMeHeHui

Homepa nucrtos (cTpaHuy) Bxoaswwun
Bcero o
o N° conpoBoau-
nmcros N® TeNbHOro Moan. |daTa
N3MEHEH- - .
3@aMeHEHHbIX HOBBbIX aHHYNNPO™ | (rpapuy) B | AOKYyMeHTa
HbIX BaHHbIX NOKYM AOKYM. U

AaTa
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