127 018, Mocksa, Cywesckuii Ban, 4.18 /-\

TenedoH: (495) 995 4820

®dakc: (495) 995 4820 > KP l/l |_|TO |_| PO
http://www.CryptoPro.ru

E-mail: info@CryptoPro.ru v

CpeacTBo Kpuntollpo CSP
Kpuntorpadunyeckomn Bepcusi 3.9
3aWunThl PyKoBOACTBO
aAMUHUCTpaTopa

NHpopMauuum
bopmal 6e3onacHoCTH
Ob6Lwas 4yacTb

XTHANM.00083-01 90 02
Jlncrtos 61

2016


http://www.cryptopro.ru/
mailto:info@CryptoPro.ru

XKXTAN.00083-01 90 02. Kpuntollpo CSP. PykoBoACTBO aAMMHUCTpaTopa 6e30nacHoCTU.
O6bwas yacTtb

© 000 "KPUNTO-NPO", 2000-2016. Bce npaBa 3awwmLieHbl.

ABTOpPCKME npaBa Ha cpeacTBa KpunTorpaduyeckon 3awuTbl MHGOpMaLMm
Tuna Kpuntollpo CSP wn 3KcnayaTauMOHHYK AOKYMEHTauuk K HUM
3aperncTpuMpoBaHbl B Poccuiickom areHTCTBe MO naTeHTaM W TOBapHbIM
3HakaMm (PocnaTeHT).

Hactoswwmin [OKyMeHT BXOAMT B KOMMAEKT MOCTaBKW MPOrpaMMHOro
obecneueHns CK3U Kpuntollpo CSP Bepcumn 3.9; Ha Hero pacnpocTpaHsTCs
BCE YC/I0OBUS JIMLIEH3WNOHHOrO cornaweHus. bes cneunanbHOro NMMCbMEHHOro
paspeweHns OO0 "KPUMTO-MPO" AOKYMEHT unan ero 4acTb B 3/1E€KTPOHHOM
WKW NeyaTHOM BuAae He MoryT 6biTb CKOMMPOBaHbI U NepeAaHbl TPETbUM Nnuam
C KOMMEepYeCcKon uenbto.




XKXTAN.00083-01 90 02. Kpuntollpo CSP. PykoBoACTBO aAMMHUCTpaTopa 6e30nacHoCTU.

O6uwas yactb

CoaepxaHue

CITVICOK COKPALLIEHMI et veeeveseteeeasessesssssssssessssnssssensssnssssensssnsssasensssnssssenssansenssnnsssnsensennsennnensennsenn 5
OCHOBHbBIE TEPMUHDBI M TIOHATUS «.vvuniuunienssiensssessssssssssssssssssssssssassssassssansssansssansseanssennssesnssesnssesnssenns 6

1. Ha3HAUEHIME CKBU . it s e e a e s s e s s s rannaanns 15
1.1. OyHKUMKM 3amnTbl MHDOOPMALMM CKBU ...ee e e e e e e e e e e enns 15
1.2. MexaHN3Mbl 3aLUMTBI MHBOPMALMM c.uereeneeniersenssenssssenssensesasensssnsenasensesnsesasensennsensrensennsennsenns 16

2. TpeboBaHms K aKkCnAyaTaumMmM CK3U .. ..o aaaas 16
3. NMporpamMMHo-annapaTHble cpeabl @YHKUMOHUPOBaHMA CK3U ...........ccviveeen 17
L Fol oY ST T G 177 PN 18
5. Peanmayemble KpUNTOrpaPUUECKNE @NTTOPUTMbBI.uuuurerreinsreeinesanessnssnnesnnennes 19
6. CTPYKTYPA M COCTAB CKBU .ot s e nnennans 20
ST I O 1 0}V T 1Y = T 4 1 PP 20
6.2. CoctaB NporpaMMHOro 06eCneUEHNSI CKBM ... ...iiiiiiiii i e aa e 20
6.3. CoctaB noacucteMbl MPOrPAMMHON COK ... vt e e aa e 21

7. KnroyeBas CUCTEMA U KITHOUEBBLIE HOCUTEMM . .uuiuiinierinsssssrssansssanssssnnsssnnsssnns 21
7.1, OOLLIME TTOSTOMKEHMIS 4 1eutnssseninsssensssssensssssenssssssnsssssssssssssssssssssssssssssssssssssssssssssssssessssssssessssrnesrsnes 21
7.1.1. LUNDPOBAHUE LAHHDBIX et ttutnsnenenensnsnsnseeeansssnsnsnsnssrnsnrnsssnsnensnsnennnenenesssnsernsnsnsnrnrnsnensnens 22

7.1.2. OOPMUPOBAHME U MPOBEPKA D T..ieiiieiiiiiii it e s e e s e s e s s e aseaaeneass 22

7.2, KITIOUEBOM KOHTEMHED .vuuituietituseteesesusetsenssnsessesssansetsesssns et sensesnsennsensesnsennsensesnsenneensesnsens 22
7.3. DOPMAT KITHOUEBOTO KOHTEMHEDA 1vuttuiruitntinetusetseseansetasesssusetnsenssansetasetssssenneensesnsesneensesnsens 22
7. 4. DOPMUPOBAHUE KITHOUEM .. etuietituiitnsetietusetsetsssns et sesssans st sesssans et sen s ean et sensean et senseansenneensennseen 23
7.5, KITHOUEBDIE HOCUTEIIM cuiivuiiiniiniatnsitsinsssssstsssssaa s st ses s saa s sa s en s san s sa s en s s e s e b s ea s s e s s b s en s e e s easenseansees 23
A ST o= T 1T T oL =T 25
7.7. XPAQHEHNE KITHOUEBDBIX HOCUTEIEM c.cvuietuiaetniaetnsaetasastsaetsssssesssaenasaesasasbnsanssaenssaennsaennseennsannnss 25
7.8. CpoKU AEACTBUSA MOSTb30BATENIBCKUX KITHOUEM ©evuiruieserisersessssnssssensssnsesssensssnsesssensesnsensmensennsees 25
7.9. YHNUTOXXEHNE KITHOUEN HA KITHOUEBBIX HOCUTEIISIX truverrrrnrrnsessssnsessensssnsesssensesnsenssensesnsesssensennsens 25
7.10. WHTepdenc ynpaBneHns KTUAMU CK3M.... ... e 26

8. MpoTokon ceteBon ayTeHTUIUKaumMmM KpuntolMpo TLS.....covvviiiiiiiiiiiiieens 26
8.1. Moaynb ceteBor ayTeHTUPUKALMM KPUNTOTTPO TLS.....iiveiiiiiiiiicei e e e e e 29

9. YnpaBneHne KMIUHaMM CK3U ... e e 32
LI 7 (o Ton o)1= o3 o T o T 117 BN (=T s o 33
9.2. ®opMmpoBaHmMe KtoHeN LIEHTPa CEPTUMUKALMM . .cuivvniiiiiiiiiieiieee et e e e e e e e e e eaas 33
9.3. XpaHeHune 1 MCrnonb3oBaHMe 3aKPbITOrO KMHOUA LIC ... e 34
9.4. ®opmupoBaHue KtoUer LIeHTPa PErUCTPALMM ...vveiiiiiciii e e e e 34
9.4.1. PerncTpaums LLEHTPA PeIUCTPALMM . vttt et et e e et s et s et e e e e e e e aeaaeeaneennenenes 34

9.4.2. WN3roToBsieHNE KHOUEN LIEHTPA PEMMCTPALMM .oivineiiieiieie et e e ees 34

9.5. ®OPMMPOBAHME KITHOUEM MOSMB3OBATEIIS 1evuuirrnserensarenserenseransarsnssrsnssrsnsersnsersnsersnsersnsersnsersnsernnsens 35
2N T R =T o Ton o T= TR Y B W Lo a1 =N Yo == i =Y 2§ PP 35

9.5.2. DOpMMPOBAHME JINUHBIX KITHOUEM MOSTB30BATEI IS . utututueneintnrnennrnenssneasaneaseneaneneasenennenennenenns 36

9.5.3. Tony4yeHMe NUYHOTO CEPTUPMUKATA MOSTB3OBATEIIEM ..uvuuinerenniseerneanrnennrseasaeasrieaseneaneneanenenes 36

9.6. MNoBTOPHAsA PErMCTPALMSA MOSTb3OBATESIS 1evurruirnrrrnsensransessensssnsssrses s s senss 36
O.7. TINNAHOBAST CMEHA KITHOUEM 1utvuiiruiernsensssnsessensssnssssesssssessenssssssasenssssensennsssasensannsssnseneennsesnsenns 36
9.7.1. CMeHa KNHoUEN LIEHTPA COPTUMMKALIMM c.ueeieitee ettt ea e ee e e e e e e e e e e e neaenneenaenennenenes 36

9.7.2. CMeHa KIToUEN LIEHTPA PEIUCTPALIMM .. viveiiieiiei ittt e e e s e e e e e e e e e e ens 37

9.7.3. CMEHA KITHOUEI TTOSIBBOBATE IS 1uttttuttstntttenttaanetseneesensseaseseassssaneseaseseasassaneeeseenseneanenennenenes 37

9.8. KOMIMPOMETALIMS KITHOUEM 1uvvuiiruiissessssnsssnsensssnsssassssssssssssnssssssssessssnsensenssesnsensennsesnrensennsennsenns 37




XKXTAN.00083-01 90 02. Kpuntollpo CSP. PykoBoACTBO aAMMHUCTpaTopa 6e30nacHoCTU.

O6uwas yactb

9.8.1. KomnpoMeTaums KntoUen LIeHTPa CEPTUMMKALMM ...vueeieieieietieaeeeneeeaaeenseenseenneennenenes 37
9.8.2. KoMnpoMeTaums KNUEN LIeHTPA PErMCTPALMM . .c.v it e e ees 37
9.8.3. KOMMPOMETALMSA KITHOUEN MOSIBBOBATEIIS 1 eueuutneiseneiseneneneesenneseaseneaseeaseeaseneaseneeseneenenennenenes 38
9.8.4. [evictBus YL npn KOMNPOMETALNM KITHOUEN MOSTb30BATESIN . tuvuuinrirenrnenenennsneanenenseneanenennenenes 38
9.9. UCKNIOUEHME MONMB30BATENA M3 CETM . vvuirnieninnienssensssnssssenssssssssenssssssssensasssnssssrn e 38
9.10. TMepnoanUHOCTb U3AAHMSA COC ... iuiiiiiiiiiiii e s r e s s e e s e s e s s e aaen e s e e enrnnns 38
L R = 1Y 1 [ I TV o =2 o = TS 38
10. Pa360p KOH(MAUKTHbIX CUTYaUUN, CBSA3AHHbIX C MpUMEeHeHMeM Il ............. 39
10.1. Tllopsiaok pa36opa KOHMIMKTHOM CUTYALMM . .eu.ieuernreniennsetsensesnsenesensssnsesesensessennsensesnsenneenns 39
10.2. Cny4yaun HEBO3MOXHOCTM MPOBEPKM ZHAUEHMS Dl cuiiriiiiiiiii i r s s e e e e e e 40
11. HewTaTHble cuTyaumun npu akcnayatTaumm CK3U ... 41
12. TMpumMmeHeHne CK3U XKTAM.00083-01...cccviiiiiiiiiiiiiiiieiiieesnnnessnnessaneannns 42
13. Wcnonb3oBaHne CK3W B cTaHAApPTHOM NpoOrpaMMHOM obecneyeHuu ........... 42
14. WNcnonb3oBaHue CK3W c nporpaMMHbIiMK nNpoaykTamm paspabotkn 000
R N 7 LI IO L I8 1 2 43
15. TpeboBaHMA MO 3aWMUTE OT HCL ..nvrnieii i e e 43
15.1. O6wwme TpeboBaHusa no opraHusaumm paboT No 3awmTe OT HC ....vvniveiiiiiiei e ee e 43
15.2. TpeboBaHus NO pa3MeLleHmo TEXHNUYECKNX CPeACTB C yCTaHoBAeHHbIM CK3W. ..........c..ccceeiees 44
15.3. TpebosaHus no ycrtaHoBke CK3W, obwecncremHoro un cneunansHoro MO Ha MN2BM............... 44
15.4. Mepbl no o6ecneyeHmto 3aUMTbl OT HC ..ovuvieiiiiiiic e e e s e e e s e e e e e e enas 45
15.5. TpebosaHusa no nogkntodeHmio CK3U ansa pabotsl no
06LLEeA0CTYNHBIM KAHATIAM NEPEAAUM AAHHDBIX tvvuirrrnrrerreerrerrrerrarsrnnsersssersnrernnreenrernrernrennnen 47
15.6. TpeboaHus no mncnonb3oBaHunio B CK3U nporpaMMHo-annapaTHbIX CpeACTB 3allmThbl OT
o [ PP 48
15.6.1. MNMporpaMMHo-annapaTHbIi KOMMIEKC "AKKOPA-AM3" ... e e e eeenes 48
15.6.2. DNEKTPOHHDBIN 3aMOK "COBOIIB .. uiuiiiiiiiieeeeeseee et e e e e e e e e e e e e e e n e nenenenenenenenenenenen 48
16. TpeboBaHUS MO KPUMTOrPAMUUECKOM BALUMTE . ..vriurirrerineranernssrnessnesanesnness 49
17. TpeboBaHusa No BCTpamBaHUo N ncnosb3osaHuto MO CK3U...................... 50

3awmTa oT 3aK1agoK, BUPYCOB, MoANMUKaLMM CUCTEMHOIO 1 NpuknagHoro MO agomkHa 6biTb
obecneveHa MCcNonb30BaHWEM, CPEACTB aHTUBMPYCHOM 3aLlmnTbl M OpraHM3aLMOHHbIX

L T=ToTo T 0] F 1 1 50

17.1. TpebosaHus no BctpamsaHunio moaynen Kpuntollpo IPSEC.........coovvvviiiiiiiiiiiic e 51

D1 =T 0 = V1 52

MpunoxeHme 1. AKT TOTOBHOCTU K PABO0TE ..uvueiiieiieiie e e eaeeee e eeenneeenns 53
MpunoxeHune 2. XypHan perMcrpaunm agMMHUCTpATOpoB 6e30MacHOCTU U

Rl a1 o] =T= 1 =Y A L= I PP 54

MpunoxxeHne 3. XKypHan NOb30BATENA CETM wuuurrrrerrrrnernesrerrnrsanrranssnnssnneanes 54

MpunoxeHune 4.«ypocrtosepatowmn LeHTp «KpunTollpo YLU»...covvvvviiiiiiniinnne, 55

JINCT PETUCTPALMM MUBMEHEHMM cvuvtieisieeeeteestenenensaease s sseasassass s saesessssnsnensnensnensnsasasansnsnenrnensnenenens 63




AHHOTaUuUs

Hactoswee PykoBoacCTBO coaepxuT obllee onucaHve cpeactsa Kpuntorpaduyeckom
3awmTbl  MHGopmauun Kpuntollpo CSP v. 3.9 (OKTAM.00083-01) v pekoMeHgauum no
mcnonb3oBaHmio CK3U B pasnnyHbIX aBTOMaTU3NPOBAHHbIX CUMCTEMaX.

B 3aBMCMMOCTM OT KOMMJEKTaUuuM M WCNOMb3yeMOM MNpOrpaMMHO-annapaTHOW cpeabl
dyHKuMoHmnpoBaHus CK3M cnepyeT pyKOBOACTBOBATbLCS TakXxe AokyMeHTamm [9] - [19].

NHCTpyKumn aAMUHUCTpaTopam 6e3onacHocTn " nosb3oBaTesnsam pa3nYHbIX
aBTOMaTM3MPOBAHHbIX cUcTeM, mcnonbayowmx CK3U Kpuntolpo CSP, aonxHbl paspabaTtbiBaTbCs C
y4yeToM TpeboBaHuii HacToswero PykosoacTtea

Cnu1CcoK coKpaLleHNi

CRL Cnuncok oTo3BaHHbIX cepTudukatoB (Certificate Revocation List)
IETF Internet Engineering Task Force

APM ABTOMaTM3MpoBaHHOe paboyee MecTo

rMa TMBKMUN MarHUTHLIN AUCK

Acy JaTtunk cny4darHbix ymucen

HDD XXecTKku MarHUTHbIN AUCK

HCAO HecaHKLMOHNUPOBAHHbIA AOCTYN

ocC OnepauunoHHas cuctema

MAK lMporpaMMHO-annapaTHbI KOMMNEKC

MNK3n MoacucremMa kpunTorpaduyeckon 3awmtbl MHHOPMaLnm

no MporpamMmmHoe obecneyeHune

Perncrpaums MNMpucBoeHne onpeaeneHHbix aTpnbyTos (aapeca, HoMepa Kio4a, npas

MCNO/Ib30BaHNA U T.M.) abOHEHTY

PernameHT COBOKYMHOCTb MHCTPYKLUUWI U APYIOM pernaMeHTupyrowen JoOKyMeHTaumm,
obecneumBatowen GyHKLUMOHMPOBaHNE aBTOMAaTU3MPOBAHHON CUCTEMbI BO
BCEX pexumax.

CepTtudukar DNEKTPOHHbIN AOKYMEHT, MOATBEPXAAIOLWMIA NPUHAANEXHOCTb OTKPLITOrO
K/0Ya UK KJIoYa NPOBEPKU SNEKTPOHHOM MOAMUCK U ONpPeAENEHHbIX
aTpMbyTOB KOHKPETHOMY aboHEHTY

CepTndurkaumsa Mpouecc n3rotoBneHns cepTudmkaTa OTKPbITOrO Ktoya Uan Kioda
NpOBEPKN 3NEKTPOHHOM noanucu aboHeHTa B LeHTpe cepTudukaumm

CK31 CpeactBo kpunTorpadunyeckon 3awmTbl MHpopMauumn

CcocC Cnucok oTo3BaHHbIX cepTudunkatos (Certificate Revocation List)

cC CnpaBOYHUK CEPTUPMKATOB OTKPbITbIX K/IOUEN U KIKOYeNn NpOBEPKU
3NEeKTPOHHOM noanucu. CeTeBol CNpaBoOYHUK.

CoK Cpena pyHKUMOHMPOBAHMS KOMMJIEKCa

LC Llentp Ceptudmkaumm YL

vyl YpoctoBepsowmi LieHTp

P LleHnTp Perncrpaunn YU

34 DNEeKTPOHHbIN AOKYMEHT

2N DNeKTPOHHasa NoAnnchb




XKXTAN.00083-01 90 02. Kpuntollpo CSP. PykoBoACTBO aAMMHUCTpaTopa 6e30nacHoCTU.
O6bwas yacTtb

OCHOBHblEe TEPMUHbI U NOHATUSA
ABTOMaTM3MpoBaHHas MHhOPMaLMoHHas cucTeMa

KoMnnekc mporpaMMHbIX U TEXHUYECKUX CPeAcTB, NMpefHasHaueHHbIX Ansi cbopa, XpaHeHWusi, nmoucka U
BblAauun MHdopMaumm no 3anpocam.

ABTOMaTM3npoBaHHas cucrema

CucteMa, cocToswass W3 MepcoHana M KOMMJeKca CpeacTB aBTOMaTu3auuMu ero  AesiTefbHOCTY,
peanusytowas MHHOOPMALMOHHYO TEXHOSIOMMIO BbIMOSIHEHMS YCTAaHOBMIEHHbIX (PYHKLMA.

ABTOPCTBO MHMOPMaLIMK

OAHO3HauYHOE COOTBETCTBME MeXAy coAepxaHueM u/unu ¢popmol nHdbopMaunmn n cybbekToM (06bekToMm),
copMupoBsaswnM 3Ty MHbOpMaumio. [na nonb3oBaTens aBTOPCTBO MOSYYEHHOMW MM U3 CUCTEMbl WK
KaHana cBs3W WHGPOpMauMM O3HavaeT OAHO3HAYHOe YCTaHOBMIEHME MCTOYHMKa, CPOpMMpOBAaBLUErO 3Ty
MHpopmauuio (ee aBTopa).

AKTyanbHOCTb MHdOpMaLnm

CBOMCTBO MH(MOPMaUUM COXpaHSaTb CBOM CBoMCTBa (LEHHOCTb) Ans cybbekTa (nosib3oBaTesisl) B TeYeHue
onpeAeneHHoro nepmoaa BpeMEHMU.

AaMuHUCTpaTop 6e3onacHocTu

CybbekT pocTyna, OCHOBHOWM 0643aHHOCTBIO KOTOpPOro sBnsercs obecnedeHune 6He3onacHOCTU
KOHbMAEHUMANbHOW CBSI3M Ha TOM y4yacCTKe CETW, KOTOpYH OH KypupyeT. CuctemMa aAMMHUCTPATUBHOIO
ynpaBneHnss 6e30nacHOCTbI0  BKOYaeT B Cebss  KOMMIEKC OpraHM3auMOHHO-TEXHUYECKUX  Mep,
HanpaB/ieHHbIX Ha obecneyeHrne KOHDUAEHUNANBHOCTU CBS3N.

OCHOBHbIe HarnpasfeHus AeaTeNbHOCTU agMUHUCTpaTopa 6e3onacHocTH:
- KOHTPOJ1b LENOCTHOCTN NpPOrpaMMHOro obecneveHus;

- yrnpaBfeHue K/IYEeBOW CUCTEMOW: XpaHeHue, BBOA B AENCTBME W CMeHa KJ/l4el Mnosb3oBaTenen,
reHepauus 3aKpbITbIX M OTKPbITbIX K/OYelr MNOoAMUCKU Mofib30BaTeNnen, KJKYen 31eKTPOHHOW noanucu,
Kto4Yen NpPoBEPKM 3N1EKTPOHHOM NOAMNUCH ;

- yrnpaBfieHMe AOCTYMNOM Mofnb30BaTeNel CUCTEMbl K MPOrpaMMHOMY obecneyeHuio U AaHHbIM, BKO4Yas
YCTQHOBKY W MNEpUOAMYECKYD CMEHY Maposfieil, YynpaBleHWe CpeacTBaMU 3aliMTbl KOMMYHUKaALWiA,
nepefaBaeMblX, XpaHUMbIX U 06pabaTbiBaeMbIX AAHHbIX.

AOMUHUCTPATOP 3aLUUTLI

Cy6beKkT AocTyna, OTBETCTBEHHbIM 3@ 3aluUTy aBTOMaTU3MPOBAHHON CUCTEMbl OT HECaHKLUMOHUPOBAHHOIO
[0CTyna K nHdopMauum.

AyTeHTUdunKaums

MpoBepka MPUHAANEXHOCTU Cy6beKTy AO0CTyna MNpeabsBlIEHHON0 UM MAeHTUdMKaTopa, NOATBEPXAEHME
NOASIMHHOCTU.

AyTeHTUdunKaumsa nHbopmaumnm

YcTaHoBMeHWE MNOANNHHOCTU MHAOPMaLMKU UCKITHUYUTENIbHO Ha OCHOBE BHYTPEHHEW CTPYKTypbl caMoi
MHGpOPMaUMM HEe3aBUCMMO OT WCTOYHMKA 3TOW WHQOpMauuu, YCTaHOBIEHWE 3aKOHHbIM Mony4yaTenem
(BO3MOXHO apbuTpoM) ddakTa, 4YTO nosydyeHHas WH@opMmaums Havbonee BepoATHO 6Oblna nepenaHa
3@KOHHbIM OTnpaBuTeneM (MCTOYHMKOM) M UYTO OHa MpPW 3TOM He 3aMeHeHa W He wuckaxeHa. Jliobbie
npegHaMepeHHble U crydaliHble MOMbITKN UCKaXeHUI nHbopMaunmn o6HapyXnBakTCsl C COOTBETCTBYOLLEN
BEPOSATHOCTHIO.

Be3onacHoCTb

CoCTOsIHME 3aLUMLLEHHOCTM >XM3HEHHO BAXHbIX WMHTEPECOB /NMYHOCTM, obliecTBa M rocyaapcrea oT
BHYTPEHHUX U BHELIHWX Yrpo3.

OTCcyTCTBME HEAOMYCTUMOr0 pUCKa, CBSA3AHHOIO C BO3MOXHOCTbIO HaHeceHus yulepba.
BesonacHocTb MHbOpMaumn (MHbopMaunmoHHaa 6e3onacHoCTb)

CocTosiHMe WHpopMauMmM, WMHPOPMALMOHHBIX PecypcoB U WMHMOPMALMOHHbLIX CUCTEM, MPU KOTOPOM C
TpebyeMoli BEpOSITHOCTbIO obecneunBaeTcs 3almTa MHhopMauum (AaHHbIX) OT YTEUKU, XULEHUS, YyTpaThl,
HECAHKLUMOHMPOBAHHOIO  YHUYTOXEHMUS, UCKaxeHus, Moaudukaumm (noadenku), KOMMpOBaHUS,
6nokupoBaHusa u T.Mm..

CocTosiHMe 3almleHHoCTn uHdopMaunu, obpabaTbiBaeMoli CpeAcTBaMU BbIUUCIUTENBHON TEXHUKU UK
aBTOMaTM3NPOBAHHOW CUCTEMbI, OT BHYTPEHHUX WU BHELIHMX Yrpo3.

BnoknpoBaHne nHbopmaumm
MpekpalleHre unm 3aTpyaHeHne A0CTyna 3aKOHHbIX Nofib3oBaTenei K nHbopmMauun.
Bepudukaums
YcTaHOBMIEHWE COOTBETCTBUS MPUHSTON M NepeaaHHON MHPOPMaUMM C MOMOLLbIO JIOFMYECKMX MEeTOA0B.

npouecc CpaBHeEHUA  ABYX ypOBHeﬁ CI'IeLJ,MCbVIKaU,I/WI cpencrts BbIUMC/IUTENTBHON  TEXHUKM nnn
ABTOMAaTU3NPOBAHHbLIX CUCTEM Ha HaANexaulee COOTBETCTBUE.

Bnageneu nHdopmaumm

CybbeKkT, OCyLeCTBASWNI BnageHne U nonb3oBaHWe uHdbOpMaunen wn peanusyowmii MNOJHOMOYUS
pacnopsXeHust B npeaenax npas, YCTAHOBJ/IEHHbIX 3aKOHOM WM/UNK CO6CTBEHHWKOM WHGOpMaLmK.
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Cy6bekT WHMOPMAUMOHHbLIX OTHOWEHWNM, obnagalowmin  NpaBoM  BRAAEHWUS, PacrnopsiXXeHus U
nosfib30BaHMeM MHPOPMAUMOHHbBIM PECYPCOM MO AOroBOpy C CO6CTBEHHMKOM MHMOPMaLUK.

Bnapeneu nHdopmaunmn, MHOOPMaLMOHHOM CUCTEMBI

Cy6beKT, B HEMocpeACTBEHHOM BEAEHWW KOTOPOro B COOTBETCTBMM C 3aKOHOM HaxoAsaTCs MHdopMauus,
MHbOPMaLMOHHAR CTPYKTYypa.

FocyaapcTBeHHas TavHa

3awmiaemMble rocyAapcTBOM CBefeHUst B 061acTu ero BOEHHOM, BHELHENOoINTUYECKON, SKOHOMUYECKO,
pa3BeablBaTeNbHOM, KOHTppa3sBeAblBaTebHOW n onepaTUBHO-PO3bICKHOW OeATenbHOCTH,
pacrnpocTpaHeHne KOTOpbIX MOXET HaHecTu yuepb 6esonacHocT Poccuitickoin deagepaunn.

pud KoHDMAEHLMANBHOCTH

CneumnanbHass oTMeTKa Ha HocuTene uHdbopMauum nMb0 B COMPOBOAUTENBbHLIX AOKYMEHTaxX Ha Hero,
CBUAETENbCTBYHOLAS O TOM, YTO HOCUTESIb COAEPXUT KOHDUAEHLMANBbHYO MHPOPMaLUIO.

pnd cekpeTHOCTU

PekBu3nNTbI, CBMAETENbCTBYOWME O CTENEHW CEKPETHOCTU CBEAEHWUI, COAEepXalUMXCS B WX HOCuTene,
npocTaBisemMble Ha CaMOM HOCUTENE U/ B CONPOBOAUTENbHOM AOKYMEHTaLUMN Ha Hero.

LJoKyMeHT
[lokyMeHTUpoBaHHasa MHbopMaums, cHabxeHHas onpeaeneHHbIMU peKBU3UTaMun.

MaTepuanbHbll 06bEKT C WHQOpMauMeln, 3aKpernseHHOW Cco34aHHbIM YesloBeKOM cnocobom ans ee
nepefayun BO BpPEMEHW W NPOCTPAHCTBE.

[JokyMeHTMpoBaHHas nHpopMaums (4OKYMEHT)
3aduKcMpoBaHHaa Ha MaTepuasnbHOM HocuTene WH@opMauus C pekBUM3UTaMu, MO3BONSAOWNMKN ee
naeHTUdULUMpoBaThb.

NMpumeuaHue. [JOKyMeHTMPOBaHHas WHGPOpPMaUMs C OrpaHUYEeHHbIM AOCTYNOM MO YCNOBUAM ee
NMpaBoOBOro pexuma rnoapasgenserca Ha WHbOpMauMio, OTHECEHHYH K TrOCyAapCTBEHHOMW TalHe, U
KOHMdUAEHUMANBHYIO.

[JOKYMEeHT B 9N1eKTPOHHOM hopMe (D/1EeKTPOHHbIA AOKYMEHT)
DNeKTPOHHbIN 06pa3 AokyMeHTa (nfaTexHoOro WAM uMHoro) - ain, [OCTOBEPHOCTb KOTOPOro

obecneunBaeTca KOMMNJIEKCOM MeponpuaTUin no 3awnte nHdopmauuun. Mpn 3ToM dann MOXeT coaepxaTb
HECKONbKO AOKYMEHTOB (MakeT AOKYMEHTOB).

3 npeactasnser Ccobon OOKYMEHTUMPOBAHHYKO COBOKYMHOCTb [AaHHbIX, 3adMKCMPOBaHHbIX Ha
MaTtepuanbHOM  HocuTene  (MarHUTHOM  uam  6yMaxXHOM) C  peKkBM3WUTaMu,  MNO3BONSIOLNMM
naeHTudunumMpoBaTb 3Ty MHMOPMauuilo M aBTOpoB AOKyMeHTa. UaeHTudwukauma SO obecneumsaetcs
CpeAcTBaMM 3aliMTa Ha OCHOBE anroputMoB LWKMGPOBAHWUSA, 3MEKTPOHHOW MOAMUCKM W 3aluTbl OT
HEeCaHKLUMOHUPOBAHHOIO AOCTYNa.

D[ CcOo3[4aeTcA YYaCTHMKOM CUCTEMbl Ha OCHOBE OYMaKHOro [AOKyMeHTa /iMb0 Ha OCHOBaHMM ApYroro
3/1eKTPOHHOMO [AOKYMEHTa U NOJIHOCTLIO NOBTOPSAET €ro No coaepxaHuto. D 06pabaTbiBalOTCA U XpaHATCA
B DBM 1 MOryT nepenaBaThCs Mo 3MEKTPOHHbLIM KaHanam CBSA3W.

JocTtyn K nHgopmaumm

Mony4yeHne Cy6'beKTOM BO3MOXHOCTMU O3HaKOMJieHna C VIHCbOpMaLlIAeVI, B TOM 4ucne C nomMouwbto
TEXHUYECKUX CPEACTB.

O3HakoMmfieHe c wuHdopMauveit, ee 06paboTka, B YaCTHOCTM, KOMUPOBaHWe, MoaudMKaumUs WIu
YHUUTOXEHWE UHbopMaLuu.

JocTtynHocTb nHdopmaunmn

CBonctBOo MHMOPMauUnKM, TEXHUYECKUX CPeacTB W  TexHonormm o06paboTku, XxapakTepusytlolweecs
cnocobHoCTbio obecneunBaTb HeCnpensaTCTBEHHbIN AOCTYN K MHbOpMauum cybbekToB, MMEKLWMX Ha 3TO
Haanexalume nosHoMouus.

3aBepeHune (HoTapu3saums)

Pernctpauma faHHbIX Y AOBEpPEHHOro TpeTbero avua ANns MNOBbIWEeHUS YBEPEeHHOCTU B MpaBUIbHOCTU
TaKUX XapaKTeEPUCTUK, KaK coaepXXaHNE, NCTOYHUK AaHHbIX, BpEMA OOCTaBKW.

3aKpbITbIN KNOY (CEKPETHbIN KOY — 3/IEMEHT K/IHOYEBOM Napbl)

Kpuntorpadunyeckuii K4, KOTOPbIN XpaHUTCS MOMb30BaTeNeM cUCcTeMbl B TaviHe. OH ucnonb3lyetcs ans
dOpMMpPOBaHNSA 3IEKTPOHHOM NOANMUCK U pacln@poBaHMS 3awMppOBaHHbIX COOBLLEHUN.

3awuTa nHdopmaumm
JesTenbHOCTb MO MpeaoTBpaLLEeHUIO YyTeYKM 3aluuiaemMor MHbOopMaumn, HecaHKUMOHMPOBAHHbLIX U
HernpeaHaMepeHHbIX BO3AENCTBUI Ha 3alimaeMyto MHhopMaLmio.
Komnnekc ™MeponpusTuiA, NPOBOAMMBIX C LeNblo MNpefoTBpalleHns  YyTeuyku, XULeHus, YyTpaThl,

HECAHKLMOHMPOBAHHOMO YHUUYTOXEHUSA, U3MEHEHMS, MoaudUuKkaummn (noaaenkun), HeCaHKLUMOHUPO-BaHHOMO
KOMMpPOBaHUs, 61OKMPOBaHUA MHGOPMaLMK.

3awmTa nHdopmauum ot HCA

CocTaBHast YacTb obuien npobnembl obecneyeHns 6e3onacHOCTU MHGOpMauMM. MeponpuaTua No 3awmTe
nHdopmaumm ot HCL [A0MXHbI OCYLECTBASTLCS B3aMMOCBSI3aHO C MEpOonpUSiTUSAMWU MO cneumnanbHOM
3allMTe OCHOBHbIX M BCrOMOraTeslbHbIX CPEACTB BbIYUCAUTENIbHON TEXHUKU, CPEACTB U CUCTEM CBSA3U OT
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TeXHUYECKUX CPeACTB pa3BeAKMW M NMPOMBbILLNEHHOrO WNKMOoHaxa. B obwem cnyyae, KoMniekc NporpaMMHoO-
TEXHUYECKUX CPeACTB M OpraHu3auuoHHbIX (NpouedypHbIX) peleHui no 3awuTte uHdopmaumm ot HCA
peanusyeTcs B paMKaxX CUCTeMbl 3almTbl MHGopmaumm oT HCA, yCNOBHO COCTOSILEN M3 cnenyowmnx
yeTblpex NMOACUCTEM: yMnpaBfieHWs AOCTYMNOM; perncrpaumm u yderta; kpuntorpaduyeckon; obecneveHus
LLe/IOCTHOCTH.

3awuiieHHoe CpeacTBO BblYMCINTENBHOM TEXHUKN (3alUMLLEHHAs aBTOMATU3MpPOBaHHasa cnuctema)

CpefcTBO BbIUMCIUTENBHON TEXHWKKU (aBTOMaTM3MpOBaHHasi CUCTEMA), B KOTOPOM peaniu3oBaH KOMMIeKC
CPeACTB 3aluThI.

IA32, IA64, x64, SPARC, Power PC
AnnapaTtHble NnaTtdopMbl, UCNONb3yeMble NponssoauTensamMmn NIBM
NaeHTudunkaums

MpucBoeHne cybbekTam M obbekTaM AocTyna uaeHTudukatopa u (MNM) CpaBHEHUE MpPeabsBSEMOro
naeHTudunkaTopa C nepeyHeM NPUCBOEHHbIX MAEHTUHOUKATOPOB.

MMuTo3awmTa
3awmTa cUCTeMbl WNGPPOBAHHOW CBSA3M OT HaBsA3biBAHMS JIOXKHbIX AaHHbIX.
MMuTOBCTaBKa

OTpe3ok uHbopMaunm GUKCUPOBAHHOW ANNHbI, MOJTYYEHHbIA MO OonpeaeneHHOMY MpaBuily U3 OTKPbITbIX
OAHHbIX M K/toda 1 gobaBneHHbIN K 3alundpoBaHHbIM AaHHbIM Ansa obecneyeHns MMMTO3almThI.

KBannduumpoBaHHbIW cepTuduKaT Ko4a NPOBEPKN /TIEKTPOHHOM NOAMUCH

CepTudukaTt Kao4va NpoBEPKN 3NEKTPOHHOW MOAMUCK, BbIAAHHbIN aKKpPeAWTOBAHHbLIM YAOCTOBEPSIOLLUMM
LEeHTPOM WAW AOBEPEHHbIM JIMLOM aKKpeAUMTOBaHHOrO YAOCTOBepsowWwero ueHTpa AnMbo deaepanbHbIiM
OpraHoM MCMNOSIHUTENbHOW BNAacTU, YNOHOMOYEHHbIM B cepe UCMOosb30BaHUSA 31€KTPOHHOM NOAMUCH.

Kntoy (kpyntorpadunyeckmnin Kntou)

KOHKpeTHOe CeKpeTHOe COCTOSIHME HeKOTOpblIX MapaMeTpoB  aaroputMa  Kpuntorpapuyeckoro
npeobpasoBaHus AaHHbIX, obecneunBatolee BbIGOP O0AHOrO Mpeobpa3oBaHUs U3 COBOKYMHOCTU
BCEBO3MOXHbIX 4715 AAHHOro anroputMa npeobpasosaHuin [3].

Koy NpoBepKyM 3NEKTPOHHOW NoANNCK

YHuKanbHas nocnenoBaTelbHOCTb CUMBOJIOB, OAHO3HAYHO CBSA3aHHAsA C KJIHOYOM 3/1IEKTPOHHOM MOAMNUCU U
npegHasHa4dyeHHasa Ansga npoBepkun NoASIMHHOCTU 3J'IeKTpOHHOVI noanucu.

Koy 31eKTpoHHOM noanucu
YHuKanbHasa nocnefoBaTenNbHOCTb CUMBOIOB, NPpeAHa3HaYeHHas A9 CO34aHuA 3/1EKTPOHHOM NOANUCH.
KomnpomeTauus kato4a

YTpata [oBepusi K TOMy, 4TO MCMoJib3yeMmble KouM obecrneumBatoT 6e3onacHocTb MHdopmauun. K
CObbITUSIM, CBSA3aHHbIM C KOMMpPOMeTauuel KiYyeil OTHOCATCS, BKJOYas, HO He OrpaHMYMBasiChb,
cnepyowme:

1. MNoTeps kNOYEBLIX HOCUTENEN.
2. TloTeps KIOYEBbIX HOCUTESEN C UX MOCNeayWwmnM obHapyXeHneM.
3. YBONbHEHME COTPYAHUKOB, MMEBLUMX AOCTYN K KIOYEBOW MHGOpMaLMW.

4. HapylweHve NpaBWi XpaHEHUS U YHUUTOXEHUS (NMoCsie OKOHYaHMsa Cpoka AeNCTBUS) 3aKpbITOro
Koua.

5. BO3HMKHOBEHME TMOAO3PEHWN Ha YTeuyKy WHGOpMaLUMM WAN  ee WUCKaXeHWe B cucteme
KOHMWAEHUMANbHOM CBA3MWN.

6. HapyweHune neyaTtn Ha ceride C KI4YEBbIMU HOCUTENSMU.

7. Cnydyau, Korga Hesnb3s JOCTOBEPHO YCTAaHOBWTb, YTO MPOMU3OLLIO C KIKOUEBbIMU HOCUTeNsiMu (B
TOM uucfie cnyyaun, Korga K/oUYeBOW HOCUTENb BblleS M3 CTPOos WM AOKasaTeflbHO He OMnpoBeprHyTa
BO3MOXHOCTb TOrO, 4TO, AaHHbIM (akT npousolwen B pesyfbTaTe HECaHKUMOHWMPOBAHHbLIX AEWCTBUiA
3/10yMbIWEHHWKA)

Pasnuuatotca ABa BMAa KOMNpPOMETaAUMU 3aKpbITOro Kjya: ssBHafA U HesiBHaA. [lepBbie yeTbipe cobbITnA
TPaKTYIOTCS KaK siBHas KomMnpoMmeTtauus knawouden. Cneayowme Tpu TpebyroT cneunmanbHOro paccCMoTpeHus
B KaXAOM KOHKPETHOM Cniy4ae.

KoHduraeHunanbsHoCTb MHGopMaLmm

CybbekTuBHO onpeaensemas (NpunucebiBaemMas) MHdopMaumm xapaktepmuctnka (CBOMCTBO), YKa3sbiBatoLlas
Ha Heo6Xx0AMMOCTb BBEAEHUSI OFPaHUYEHMIA Ha KPYT CyH6bEKTOB, UMELWMX AOCTYN K AaHHOM MHdopMaumm,
n obecneuymBaemMasi CNOCOBHOCTbIO CUCTEMbI (CpeAbl) COXPaHATb yKa3aHHYK WH@OpMauui B TaliHe OT
Cy6beKTOB, HE MMEIOLLMX MOHOMOYUNI Ha NpaBo AOCTyna K Hel.

KoHduraeHumnanbHas nHgopmaums

[JokyMmeHTMpoBaHHas UMHdopMauusa, AOCTyNn K KOTOPOW  OrpaHW4MBaeTcs B  COOTBETCTBMM C
3akoHogaTenbLCcTBOM PO, [pyras nHdopmauusa, Tpebytowasn 3awmnThbl.

KoHTponb AocTyna (ynpasneHue AOCTYMOM)
Mpouecc orpaHWYeHns 4OCTyna K pecypcaM CUCTEMbl TOSIbKO paspelleHHbIM cybbekTaM Unm obbekTam.
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Kpuntorpaduyeckas 3awmta
3awmTa AaHHbIX NpY NOMoLWM KpunTtorpadunyecknx npeobpasoBaHuii AaHHbIX.

Kpuntonposanaep
Peanunsyetr @yHKuMn wndpoBaHns, BbIYUCIEHUS WMUTOBCTaBKM, X3WMPOBaHWUA, (OPMUPOBAHUA W
NnpoBepKU NoAMnNuCU, reHepaumu nonb30BaTeNbCKMX kwdeln. ObecneunmBaeT paboTy C CECCUMOHHbIMU
KnoYamMn WndgpoBaHua (reHepaunsi, 3KCNOPT/MMMAOPT B 3alUMLLEHHOM BWAE), 3aKPbITbIMU U OTKPbITbIMU
kntovyamm O 1 obMeHa, BBOA K/KOYEN C KHOYEBBLIX HOCUTENen, 3aWwuéHHoe XpaHeEHNE N YHUUYTOXEHNE

Knoyen B onepaTUBHOM namsaTh. PeanusyeTtcs kak 6ubnuoTeka, AMHaMMYECKW 3arpyxaemas B eauHoe
aZipecHoe MpOCTPaHCTBO NMpouecca, MHULUMUPYEMOro NpUKIagHOM 3aaaden.

Kpuntonpoapavisep

Pea}'IVI3YET (DYHKLI,VIVI LIJVI(prBaHVIﬂ N BblHUCNEHMA UMUTOBCTABKU, X3WWMPOBaAHUA U MNPOBEPKU nNoaANUCHU.
ObecneunBaeTr paboTy C CECCMOHHbIMM KOYaMu WKdpoBaHus (reHepaums, 3KCNOpPT/MMMOPT B
3aluLLEeHHOM BKae), knvammu npoeepku 3, apeMepHbIMM 3aKPbITbIMU U OTKPbITbIMKA Kto4aMu obmeHa,
3alMWLEHHOE XpaHEeHWE W YHUYTOXEHME KoYeil B onepaTUMBHOW MaMsiTU. 3arpyXaertcs B aapecHoe
npoctpaHcteo sapa OC.

Mo cBoeMy wHTepdency n QyHKUMOHANbHBbIM BO3MOXHOCTSAM KpunToApanBep obecneyvMBaeT BO3MOXHOCTU
KpUnTonpoBaiaepa 3a MCK/oYeHneM yHKLUMA hopMMPOBaHnNs LMGPOBOA MoANMCK, paboTbl C HOCUTENEM KITHOYEN,
reHepaumm KtoYen nonb3osaTtens. [103BONSET OpraHu30BbIBaTh LUMMPOBaHME AaHHLIX W MPOBEPKY LMPpPOBOA
NoAMMCK Ha YPOBHE SApa OnepauMoHHON CUCTEMbI U YCKOPUTL KpunTorpadmyeckme onepaumm C NoTOKOM AaHHbIX 33
CYET UCKIKOYEHNS U3 Npouecca 06paboTKn AaHHBIX MX NEPEChIKY C YPOBHS SApa Ha YPOBEHb MPUIOXEHUA 1 0bpaTHO.

KpunTtocepsuc

Mpouecc, 3anyckaeMblii B COBGCTBEHHOM aApecHOM MpoCTpaHcTBe. KpunTtocepBucC, Kak U
KpunTonpoBaiaep, BbIMOMHSAET BCe KpuUMNTorpaduueckve @yHKLUMM, BK/IOYAsS reHepauuio Kioden
nonb3oBaTtens. KpuntocepBMC MOXKET WMCMOMb30BATbCA HECKOSbKMMU MpoleccamMu. Bsaumoaeictsue
KpUnTocepBmMca C MpoLeccaMm OCyLLeCTBAsieTCA Mo npoTtokony RPC B pexuMe pasgenieHusl KIMEeHTOB.
KntoueBas MHbOPMaLMs C HOCUMTENEn BCeX KIIMEHTOB K3LWMPYETCS B HECBOMUPYEMYIO YacTb aApecHoro
MpoCTpaHCTBa KpunTocepauca.

Kpuntorpacuueckoe npeobpasoBaHune
MpeobpaszoBaHue MHMOPMaLMM C UCMOIb30BaHMEM KPpUNTOrpacbuyecknx anroputMoB.
JInueHsmpoBaHue B 061acTy 3aluuThl MHOPMaLMK

[lesTeNbHOCTb, 3aK/loyalowWwascs B nepejade WAM MoAyYeHUWM MpaB Ha nposeaeHWe paboT B obnactu
3aWmMTbl UHdOPMaLUK.

MeponpuaTus No 3awmTe nHdopmauum

CoBOKYMHOCTb AENCTBUI NO pa3paboTke 1/unn NpakTUHYECKOMY NpMMeHeHMo cnocoboB N CPeAcTB 3aluThl
nHdopmaunm.

MeponpusaTMs N0 KOHTPONO 3PPEKTUBHOCTM 3aLUMTbl MHGOPMaLMK

COBOKYMHOCTb AeWcTBMi no pa3paboTke wu/Mnu NpakTUYECKOMY MPUMEHEHMI0 CnocoboB M CpeacTs
KOHTPONS 3DEKTUBHOCTM 3aLUnNTbl MHDOPMaLUN.

MeTka KOHdJM.U,EH UnanbHOCTU

DneMeHT UHdOpMaLMM, KOTOPbIN XapakTepusyeT KOHbUAEHUMANbHOCTb MHbOPMaUnMn, coaepxalleics B
obbekTe.

Hapywutenb 6e3onacHocTn MHdopmaumm

dusmyeckoe MU0, CAyYarHO WNM MNpeAHAaMEepPeHHO CcoBepllallee AeNCTBUSA, CNeacTBUMEM KOTOPbIX
ABNAETCS HapyleHne 6e3onacHOCTM MHdopMaumn Npun ee obpaboTke TEXHUUYECKUMN CPeACTBaMMU.

Hapywwutenb npaBun pasrpaHUyeHnsa AocTyna
Cy6beKkT AocTyna, OCyLLeCTBASOWNA HECAHKLMOHUPOBAHHbIV AOCTYN K MHdOpMauuu.

HeKoppeKTHbIN 3N1EeKTPOHHbIN AOKYMEHT
DNEeKTPOHHbIM AOKYMEHT, He Mnpolweawnini npoueaypbl paclndpoBaHna AaHHbIX, NPOBEPKN 3/1EKTPOHHOMN
noanucu uHdopMaumsi, KOHTpons dopmaTta AOKYMEHTOB, a TakKXe [AOKYMEHT, MUMEKLWUN UCKaXEHUs B
TekcTte coobweHuns (Hanuyme cumBosioB, 6ykB wnn umdbp B pacwmndpoBaHHOM (OTKPbLITOM) TeKcTe
AOKYMEHTa, He MO3BOMISIOWMNX NOHSATL €ro CMbICH).

HenpeaHamepeHHoe BO34eNCTBME Ha MHMOPMaLnIo

Owwnbka nonb3oBaTens MHdopMauumen, cbon TEXHUYECKUX W MPOrpaMMHbIX CPeACTB WH(OPMALMOHHbIX
CUCTEM, @ TakKXe MpUPOAHOE SB/IEHUE WIN WMHOE HeuefeHanpaB/ieHHOe Ha W3MeHeHue uHdbopMauuu
BO34eNCTBUEe, CBA3aHHOe C (YHKLUMOHMPOBAHMEM TeXHWYECKUX CPeACTB, CUCTEM WU C AeATeNbHOCTbIO
nogen, nNpuBOASLLIME K  WCKaXeEHUIO, YHWYTOXEHMIO, KOMUMpoBaHWIO, 6M0KMpOBaHWMIO AdocTyna K
nHdopMaumMK, a Takxe K yTpate, YHUUTOXEHUIO nnm c6ot0 GyHKLUNOHMPOBAHUS HOCUTENS MHdOopMaLmK.

HecaHKUMOHIApOBaHHoe BO34ENCTBME Ha VIHCbOpMaLLVHO

Bo3aelicTBMe Ha 3alMllaeMyl0 MHGOPMaUMIO C HapyLUEHWEM YCTAHOBJMIEHHbIX MpaB W/WAW NpaBWi Ha
U3MeHeHve WHdOopMaLMK, MpUBOASLIEE K WCKAXKEHWUIO, YHUUTOXEHWIO, 6/IOKMpOBaHUIO AocTyna K
MHdOpMaLMK, a TakxkKe K yTpaTe, YHUYTOXEHUIO unn c6oto PyHKUMOHMPOBaAHUS HOCUTeNs MHbOopMaLmnu.
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HecaHKUMOHMPOBaHHbIN A0CTYN K MHGopmauun (HCAO)

1. MonyyeHue 3awmLiaemMolt MHDOPMaLMM 3aUHTEPECOBAHHBIM CY6bEKTOM C HapyLLlEeHNEM YCTaHOBIEHHbIX
NpaBoOBbIMW AOKYMEHTaMW Unn COBCTBEHHWKOM, BNaenbLeM MHbOpMauun npas WaW NpaBuia AocTyna K
3awnwaemMon nHhopMmauum.

2. Joctyn K wuHdOpMauumM, Hapywalwmii YCTaHOBJIEHHbIE MpaBu/ia pasrpaHMYeHuss p[ocTyna, C
MCNONb30BaHWEM LWITATHbIX CpeacTB, npepoctasngembix CBT wnm AC. loa wTaTHbIMM CpeacTBaMu
MOHMMAETCS COBOKYMHOCTb MPOrpaMMHOI0, MUKPOMPOrpaMMHOr0 M TexHu4yeckoro obecrnieyeHus CBT wnum
aBToOMaTusnpoBaHHomn cucrtembl (AC).

Hocutenb nHdopmaumnm

du3nyeckoe NMLO UNM MatepuanbHblil 06BEKT, B TOM uucie gusanyeckoe nosne, B KOTOPbIX MHGPOpMaLms
HaXxoAuT cBoe oTobpaxeHue B BMAE CMMBOMOB, 06pa3oB, CUrHaN0B, TEXHUYECKUX PEeLleHUn U NpoLeccos,
KOJINYECTBEHHbIX XapaKTePUCTUK DU3NYECKUX BENNYMH.

O6beKT gocTtyna

EavHnua  vMHMOpMauuoHHOro  pecypca  aBTOMaTU3MPOBAHHOW  CUCTEMbI, [OCTYNn K  KOTOpOW
pernamMeHTUpyeTca nNpaBuaaMn pasrpaHuyeHns aocTyna.

O6beKT 3almnTbI

1. MHdopMauma unn HocuTenb MHMOpPMaUMK, UM MHAMOPMALMOHHbIA MPOLECC, B OTHOWEHUU KOTOPbIX
Heo6xoAnMo obecneunBaTh 3aWUTY B COOTBETCTBUM C MOCTAB/IEHHON LIENbIO 3alMTbl MHbOpMaLMK.

2. WHdopmaumsa, TexHudeckme cpeactea W TexHosnorms ee 06paboTkm, B OTHOWEHUM KOTOPbIX
HeobxoanmMo obecneunTb 6€30NacHOCTb MHMOPMaLMK.

O6paboTka MHbOpMaLumm
MNepenayva, npueM, XxpaHeHune, npeobpasoBaHme 1 oTobpaxkeHne nHpopMaumm.
OpraHu3aumsa 3almTbl MHGopMaumm
CoaepxaHue 1 nNopsaoK AenNcTBuMin No obecneyveHunto 3awmTbl MHbOPMaLUK.
OTKPbITbINA KtOY
Kpuntorpaduyecknin knwo4d, KOTOPbIA CBS3@aH C 3aKpbiTbiIM C MOMOLWbLIO 0CO60ro MaTeMaTUyeckoro
COOTHOWeHMSA. OTKPbITbIN KUY M3BECTEH BCEM APYrMM MOMb30BaTeNsIM CUCTEMbl U MpeAHasHayeH Ans
NPOBEPKN 3NEKTPOHHOW MoAMMCKM W 3awundpoBaHMa, HO He MNO3BONSET BbIYUCAUTL 3aKPbITbIN
Knto4. OTKPbLITLIN KW CcYMTaeTCs NpuHaaiexallMMm Monb30BaTento, ecin OH 6bil 3aperncTtpupoBaH
(cepTndurumMpoBaH) yCTaHOBNEHHbIM MOPSAKOM.
Maponb
1. Wpentndukatop cybbekTa AoCTyna, KOTOPLIN sBnseTcs ero (Cybbekra) cekpeToM.
2. CekpeTHas nHdopMauma ayTeHTUdUKaumm, o6bl4HO nNpeacTasnsowas cobor CTpoKy 3HaKoB, KOTOPOW
Ao/KeH obnagaThb nonb3oBaTenb AN AOCTYNa K 3alWMILEHHbBIM AaHHbIM.
MnaHoBas cMeHa knwo4en
CMeHa knto4el ¢ yCTaHOBIEHHOW B CUCTEME MEPUOANYHOCTLIO, HE Bbi3BaHHas KOMMpOMETaunen Kaoyen.
Mo6oyHble 3NEKTPOMArHUTHbIE U3TYHYEHUA U HAaBOAKM
1. DnekTpoMarHWTHblE U3yYeHUS TEXHUYECKUX CpeacTB 06paboTkn MHdopMaLmnm, He npegHasHayYeHHble
AN nepejayu, npuvemMa WM NpeAHaMepeHHOro WCKaxXeHust uHdopMauuu, a TakXe HaBOAKW OT
TEXHUYECKUX CPEACTB B OKPY>XalLWMX NpeaMeTax.
2. HexenaTenbHble U3y4YeHUS N HaBOAKMW, NposBASOWMECS B BUAE NOOBOYHbIX, BHEMOMNOCHbIX, LWYMOBbIX
W HaBOAMMBIX CUFHANoOB, MNOTEHUMaNbHO 06pasyloWMX  HEKOHTPOSIMpYEMble  KaHalbl  YTeYKwu
KOHdMAeHUNanbHON nHdopMauunm.
Mob6oyHoe 3neKTpOMarHUTHOE U3nyyeHune
HexxenatenbHoe WHMOPMALMOHHOE 3f1EKTPOMarHUTHOE  U3/ly4YeHue, BO3HMKawllee B
pe3ynbTaTe HeSIMHENHbIX MPOLECCOB B 3/IEKTPUYECKUX uensx npu obpabotke mHdopmauum
TEXHUYECKMMUN CPeACTBaMU U NPUBOASLLME K yTeuke UHdopmaLmu.
MNMonb3oBaTtenu

IpaxkaaHe, opraHbl rocyAapcTBEHHOW BNacTW, OpraHbl MECTHOr0 CaMoyrnpaBfieHUsl, OpraHusauum wu
obLiecTBeHHble 06beanHEHMS 061aAaloT paBHbIMKM NpaBaMu Ha AOCTYN K FOCYAapCTBEHHbLIM pecypcaM U He
06a3aHbl 060CHOBbIBaTb Nepes BnajenbLeM 3TUX PecypcoB Heo6X0AMMOCTb MOyYeHUs 3anpalinBaeMon
UMK MHpopMaumn. NckntoueHne coctaBnsieT MHbOpMaUns C orpaHUYeHHbIM OCTYMOM..

MNMonb3oBatens (NnoTpebutenb) nHbopmaumm
1. CybbekTt, obpawamwmnca K WHOOPMALUMOHHON CUCTEME WM  MOCPEeAHMKY 3a MoJlydeHueM
HeobxoanMon emy MHMOPMaLUNKN 1 NONb3YHOLWWIACS eto.
2. CybbekT, nonb3ywwuics uHGopMaumen, NOAy4YeHHOW OT ee COB6CTBEHHMKA, BNagenbua wan
nocpefHMKa B COOTBETCTBUWU C YCTAHOB/IEHHbIMM MpaBaMy W MpaBuaaMu AoCTyna K nHdopMaunm nmbo c
WX HapyLeHneM.

MoNHOMOYHBIV NpeACTaBUTENb OpraHn3aumum
MpeactaBuTens opraHuMsaumMm M3 4Yucna NepBbiX AO/MHKHOCTHbIX UL B COOTBETCTBUM C YCTaBHbIM
AOKYMEHTOM W/IN, NMEIOLUMIA COOTBETCTBYIOLLYIO AOBEPEHHOCTD.
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MpaBuno AoCTyna K 3aluiaemMon nHhopMaumm

COBOKYMHOCTb NPaBwi, periaMeHTUpYIoLWmMX NOpAAOK M yCloBUSA AOCTYMa K 3aliuiaeMoin MHdbopMaumm un
ee HoCcuTensAM.

MpaBuna pasrpaHnyeHnsa gocrtyna (MPA)
CoBOKYMHOCTb NpaBu/, pernaMeHTUpyoLWwmux npasa 4oCTyna cybbekToB A40CTyna K o6bekTaM AocTyna.
MpaBo foCTyna K 3awmLiaeMon nHpopMauum; npaso

COBOKyI‘IHOCTb npaBua AoCTyna K 3awmaemMon VIHqJOpMaLI,VIVI, YCTaHOBJIEHHbIX NMpaBOBbIMN AOKYMEHTaMU
07 CO6CTBeHHVIKOM, Bnagenbuem VIHCbOpMaLI,MVI.

MpoBepKa 3N1eKTPOHHOM MOAMMCU AOKYMEHTA

MpoBepka COOTHOLWIEHWUS, CBA3bIBAOWEro xew-MgyHKUMIO AOKYMEHTA, MOAMWUCL MOA 3TUM [AOKYMEHTOM WU
K04  MPOBEPKWM 3NEKTPOHHOW noAmnMuMCcH  noanucaeBllero nosnb3oBatens. Ecnm  paccmaTtpuBaemoe
COOTHOLWIEHWE OKa3blBaAeTCs BbIMNOSIHEHHbIM, TO MOAMUCbH MPU3HAETCA NpPaBWIbHOW, @ caM AOKYMEHT -
MOAJIMHHBLIM, B TMPOTMBHOM CJlydae [OKYMEHT CYMTAeTCs W3MEHEHHbIM, a MoAMMCb MNoA HUM -
HeAEeNCTBUTENbHOMN.

HecaHkuMoHMpoBaHHOe AoBeAeHWe 3awumwaemon nHdopmauun Ao notpebutenen, He uMeOWMX MNpasa
AO0CTyna K 3To nHdopMauum.

PacwundpoBaHune aaHHbIX
Mpouecc npeobpasoBaHms 3awMdpPOBaHHbIX AaHHbIX B OTKPbITbIE AAHHbIE MPW NOMOLWM Wwndpa.
PernameHnTaums

Cnocob 3awuTbl MHdopMauum B npouecce MGYHKLMOHMPOBAHMS CUCTEMbI MEPOMPUATUI, CO3AaOWMX Takmne
ycnosus nepepaboTky 3awmuiaeMblX [aHHbIX, MpU  KOTOPbIX BO3MOXHOCTM HeCaHKLMOHWPOBAHHOIO
[OCTyna CBOAATCA K MWHUMYMYy. CuuTtaetca, 4YTo Ansa 3PdeKTUBHOW 3awuTbl HeobxoAMMO CTpOro
pernamMeHTMpoBaTb 34aHWUSA, MNOMELLEHMs, pa3MelleHWe annapaTtypbl, opraHusaumilo u obecneyeHue
paboTbl BCEro nepcoHana, cBA3aHHoro ¢ obpaboTkon KoHbMAEHUMaNbHOM MHbOpMaUnn.

CaHKUMOHUPOBAHHbLIN AOCTYN K MHMOopMauumn
JocTyn K nHpopMaumm, He HapyLlaLwWmn NpaBmna pasrpaHnyeHuns gocryna.
CepTudukaTt 3awmTbl

[JoKyMeHT, yAOCTOBEPSIOWNI COOTBETCTBME cpeacTea BbIUNCINTESTBHOWN TEXHUKUN wnu
aBTOMaTM3MPOBaHHOMN cUCTeMbl Habopy onpeaeneHHbIxX TpeboBaHui no 3awmTe oT
HECAHKLUMOHMPOBAHHOIO A0CTyna K uHdoOpMaumum v Aarowmi npaBo pa3paboTumKy Ha WCNOSb30BaHue
W/MnNn pacnpocTpaHeHne X Kak 3allnLleHHbIX].

CepTudukaT Ko4a NPOBEPKU S/IEKTPOHHOW NOAMUCHK

DNEKTPOHHBIN AOKYMEHT WM AOKYMEHT Ha 6yMaXXHOM HOCuTesne, BblAaHHble YAOCTOBEPSIOLWMM LEHTPOM
nM6o [0BEpEeHHbIM NMLOM YAOCTOBEPSIOWEro LEHTpa WM MOATBepXAalolwmne MpUHAANEXHOCTb Kiuya
NMPOBEPKU 3NEKTPOHHONM NOANUCK Bnajenbly cepTudmKaTa Kioua NpoBEPKM 3/TIEKTPOHHOMN MOAMUCH.

CepTudukaT OTKPbITOro Kj4a

CepTudukaTt Kaw4a nNpOBEpPKM 3SAEKTPOHHOW noaAnucuM wunu  WwnudpoBaHua npeacrtasnser cobon
CTPYKTYPUPOBAHHYIO ABOMYHYIO 3anuck B popmate ASN.1, cocTosLlyto 13:

e MMEeHM CybbekTa WiKn 06bEKTa CUCTEMbI, OAHO3HAYHO MAEHTUDULMPYIOLLEN ero B CUCTEME;

e OTKPLITOrO KAoYa CcybbekTa unM o6bekTa CUCTEMbI;

e [OMNOJHUTENbHbLIX aTpUByTOB, onpeaenseMbix TpeboBaHUAMU UCMONb30BaHUS cepTUdMKaTa B CUCTEME;
e 3O U3gatens (YAOCTOBEPSAIOLWErO LLEHTPa), 3aBepsIoLLy0 COBOKYMHOCTb 3TUX AAHHbIX.

®opmaT cepTudurkaTa onpegeneH B pekoMmeHaaumax ITU-T .509 mn pekomeHpaumsax IETF RFC 2459. B
HacTosillee BPEMS OCHOBHbIM MPUHATBIM QopMaToM saBnsfeTcs @opmaT Bepcun 3, MNO3BOSAIOLMN
onpegenuTb AonosHeHus (extensions), C NMOMOLWbIO KOTOPbLIX peanu3yeTcs ornpefeneHHas nonuTuka
6e3onacHoCcTn B cucreme.

CepTudukaT COOTBETCTBUSA

JOKYyMeHT, BblAaHHbI MO MpaBwuiaM CUCTEMbl cepTUdUKAUUM Ana MNOATBEPXKAEHUS COOTBETCTBUS
cepTMdULMpOBaHHOM NPOAYKLMN YCTAaHOBIEHHbIM TpeboBaHMSAM.

Cuctema 3almnThbl MHGOPMaLUK

COBOKYMHOCTb OpraHoB W/WAuM WCMNOMHWUTENEN, UCMONb3yeMas UMW TeXHWKa 3awuTbl MHdOopMauuu, a
Takxke 06bekTbl 3alWuTbl, OpraHM3oBaHHble W @QYHKUMOHUPYHOLWKME MO npaBwuiaM, YCTaHOBEHHbIM
COOTBETCTBYHOLWMMM MPaBOBbIMW, OPraHM3aLUMOHHO-PacnopsSANTENbHBIMWU U HOPMATUBHbLIMW AOKYMEHTaMM1
no 3awmTte nHdopmMaumu.

Cucrema 3awmTbl MHhopMaunmn ot HCA,
KoMnnekc opraHum3auuoHHbIX Mep U MNpPOrpaMMHO-TEXHMYECKMX (B TOM 4ucne Kpuntorpaduyeckux)
CPeACTB 3alMTbl OT HECAHKLMOHMPOBAHHOMO A0CTyNa K MHMOPMaunm B aBTOMaTU3MPOBAHHbIX CUCTEMAX.
CnyxebHasi 1 KOMMep4yeckas TaliHa

1. WHdopmMauuns coctaBnsieT cnyxebHy Man KOMMepYecKyto TaHy B cnydae, Koraa uHdopmaums mmeet
OEACTBUTENBbHYI0 WAW MOTEHLMANbHYD KOMMEPYECKYH LIEHHOCTb B CUTY HEW3BECTHOCTM ee TPeTbuM
nnuaM, K Hel HeT cBoboAHOro AoCTyna Ha 3aKOHHOM OCHOBaHUW, 1 obnagaTtenb MHdOPMaUUKM NpUHMMaeT
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Mepbl K oxpaHe ee KoHduaeHumanbHOCTM. CBeAeHMsl, KOTOpble He MOryT COCTaBnsATb CAyXebHyk wnn
KOMMeEp4YeCKyo TaVIHy, onpeaendarTcda 3aKOHOM U UHBIMKU MPaBOBbIMU aKTaMu.

2. WHdopMaums, cocTaBnsawowas CAyxXebHyl WM KOMMEpYecKyl TaWHy, 3awumwaeTrcs crnocobamu,
NpeAyCMOTPEHHbIMM PaXKAaHCKUM KOAEKCOM P® 1 ApyrMMM 3akoHamu. JSinua, HE3aKOHHbIMW MeToaaMu
nonyyusline uHMOPMaUnNIO, KOTOpas COCTaBASET CNYXeOHY WM KOMMEpPYECKYl TalHy, 06sa3aHbl
BO3MECTUTb MPUYMHEHHbIE YObITKN. Takas xe 0683aHHOCTb Bo3naraeTcs Ha paboTHWUKOB, pa3racuBLUMX
CNy»XebHyl0 MM KOMMep4yecKylo TalHy BOMpPEKU TPyAOBOMY AOroBOpY, B TOM UYMUC/E KOHTPaKTy, W Ha
KOHTpareHToB, CAeNaBLUMX 3TO BOMPEKMN FPpaXkaaHCKO-NpaBOBOMY AOrOBOpPY.

CobCcTBEHHUK MHMOPMaLMn

1. CybbekT MH(MOPMaAUMOHHbLIX OTHOLIEHUM, obnagalowWwnii  PUAMYECKMM  MNpaBOM  BaAeHus,
pacnopsXXeHnss U1 MNoNb30BaHWS WHGPOPMaAUMOHHBIM pecypcoM. Opuamyeckoe MpaBo BaAeHWS,
pacnopsiXeHns n nofnb3oBaHUS WMHMOPMALMOHHBIM PECYPCOM MPUHAANEXUT AuuaM, MNOJYyUYMBLUMM 3TOT
WH(OPMaLMOHHBIN pecypc Mo HacneacTsy. ABTOpaM OTKPbITUI, W300peTeHui, Hay4HO-TEXHUYECKMUX
pa3paboToK, paLuMOHaNN3aToOPCKUX NPEASIOXEHUI U T.4. NPUHAANEXUT NPaBO BAAAEHUSA, Pacrnops>XXeHnsa n
nonb30BaHUA MHdOpMaUnen, UICTOHHUKOM KOTOPOM OHU SBASIOTCS.

2. CybbekT, B MNOSHOM 0obbeMe peanu3ylolmii NOHOMOYUS BNaAeHWs, MOMb30BaHUSA WU PacrnopsiXXeHus
WHdOopMaumeln B COOTBETCTBUN C 3aKOHOAATE/IbHbIMU aKTaMu.

3. lOpugunyeckoe unu dusmMyeckoe nvUO, Bragelowee UHbOpMauMen B COOTBETCTBMW C 3aKOHOM O
COBCTBEHHOCTM.

Cnocob 3awmnTbl MHbOpMaumm
I'Iopﬂ,q0|< 1 npaBuna nNnpuMMeHeHnsa onpeaeneHHbIX NpuHUmMnoB U CpeacTs 3allinThI VIH(bOpMaLLVIVI.
Crnocobbl HECaHKLMOHMPOBAHHOIO AOCTyna

1. MNpueMbl 1 NOPSAOK AEUCTBMIA C Lenblo NonyyeHns (Ao6biBaHUA) OXpaHAEeMbIX CBEAEHUN HE3aKOHHbIM
nyteMm. K HUM B TOM 4Ymncne OTHOCATCA:

*  VHWUMATUBHOE COTPYAHMYECTBO (NpeaaTenbCcTBO, U3MEHA).

e CKJIOHEHMe (MpuHYXaeHune, NnobyxaeHne) K coTpyaHmnyecTy (NoaKyn, WaHTax);
e MOACNYLWMBAHWE NEPeroBopoB;

e He3aKOHHOe O3HaKOMJIeHUe;

e XulleHWe;

e noppenka (Moandukaums);

® yHUYTOXeHMe (Mopya, pa3pylleHue);

e He3aKOHHOEe MOAKIIOYEHME K CUCTEMAM U JIMHUSM CBA3U U nepeaavv uHdopMaumm;
e epexBaT aKyCTUYECKUX U DNEKTPOMArHUTHbIX CUrHaNoB;

e BU3yanbHOe HabnwaeHue;

e (oTorpadumpoBaHue;

e cbop 1 aHanu3 AOKYMEHTOB, Ny6anKaumii U NPOMBbILIIEHHBIX OTXOAOB.

2. K ocHoBHbIM cnocobam HC/ oTHocATCS:

e HenocpeacTBeHHoe obpalleHue kK obbekTam AocTyna;

e CO34aHMe NpOorpaMMHbIX U TEXHUYECKUX CpeACTB, BbINONTHAKOLWUX 06anJ,eHVIe K obbekTam AOCTyna B
obxopn CpeAacTB 3alluThbl,

3. Moaudwmkauma CpeacTB 3almTbl, No3sonsatowas ocywectsmtb HCA;

4. BHegpeHue B TexHudeckue cpeactsa CBT wmnu AC NporpaMmMHbIX WM TEXHUYECKUX MEeXaHW3MOB,
HapyLlaLwmx npegnonaraemyo CTpykTypy n dyHkunmn CBT nnu AC 1 nossonsaiowmnx ocywectsute HCA.

CpeD.CTBa BbIUMCINUTESIBHON TEXHUKU

COBOKyI‘IHOCTb MporpaMMHbIX W TeXHUYEeCKUX 3S1EMEHTOB CUCTEM 06pa60TKM AAHHbBIX, CMOCO6HbIX
d)yHKLWIOHVIpOBaTb CaMOCTOATENBHO NN B COCTaBe APYIrUX CUCTEM.

CpeAacTBo 3awwnThl MHMOpMaLK

TexHuuyeckoe, MporpaMMHOE CpPeacTBO, BEWecTBO W/unu  MaTtepuas, npeAHas’HayeHHble  un
MCMoJIb3yeMble ANs 3alUMTbl MHhOPMaLuu.

CpeAcTBo 3alnTbl OT HECAHKLIMOHUPOBAHHOMO A0CTYyNa

MporpaMMHOe, TEXHWYECKOoe WM  MpPOrpaMMHO-TEXHUUECKOE CPeAcTBO, NpeAHa3HayeHHoe Ans
npeaoTBpaLLeHUst UK CYLLECTBEHHOIO 3aTPyAHEHUS HECAHKLMOHUPOBAHHOMO AOCTYyna.

CpeacTtBo KpunTorpaduyeckor 3awwmTbl MHGOpMaLmm

CpenctBo  BbIYMCAUTENBHOM  TEXHUKM,  OCyLlecTBaswlee  Kkpuntorpaduyeckoe npeobpasoBaHue
MHdopMauum ansa obecneyeHms ee 6e€30MacHOCTH.

CybbeKkT gocTtyna
JInuo vnu npouecc, AeNCTBUS KOTOPOro perfiaMeHTUPYTCS NpaBuiaMmn pasrpaHuyeHnst AocTyna.
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Cy6beKkT MH(pOPMaLMOHHbLIX OTHOLUEHUN

dusmyeckoe uAM topuaMYecKkoe nuuo, obnajatowee onpefeneHHbIM MpaBOM MO  OTHOWEHWUID K
MHMOPMaUMOHHOMY pecypcy. B 3aBMCMMOCTM OT YPOBHS MOSHOMOYUIM Cy6bEKT WHMOPMALMOHHbIX
OTHOLUEHWUIN MOXET 6bITb NCTOYHMKOM, COBCTBEHHMKOM, BRafenbLeM MK nonb3oBaTenem uHdopmaumm.

TexHu4yeckoe cpeacTBo 06paboTkn MHpopMaummn

TexHuWueckoe CpeAcTBO, MNpefHa3HayeHHoe AN NpueMa, HaKoMJeHWsl, XpaHeHus,  Moucka,
npeobpa3oBaHusi, 0To6paxxeHnst 1 nepefaum MHbOpPMaLMKM NO KaHanam CBA3M.

Yrpo3sa 6e3onacHocT

COBOKYMHOCTb YC/IOBUIA U (haKTOPOB, CO3AAIOLLMX OMACHOCTb XM3HEHHO BaXHbIM MHTEpPecaM JINYHOCTHU,
obLiecTBa n rocyaapcraa.

YA0CTOBEPSAIOWMIA LEHTP

LleHTp ynpaBneHns OTKPbITbIMK KAOYaMW U KJlOYaMW NPOBEPKW 3M1EKTPOHHOM MOAMUCKU B COOTBETCTBUU C
pekoMeHzaumnaMm X.509 B 4acTn MCNONb30BaHUSA CEPTUPUKATOB OTKPbITLIX KOYeENn.

YHUUTOXEHUE MHDOPMaLun

[elicTBue, B pe3ynbTaTe KOTOPOro MHGoOpMauMs nepectaeT (PpM3MYECcKM CyLeCcTBOBaTb B TEXHMYECKUX
cpeactBax ee 06paboTku.

YnpasneHue kno4yamu

Co3paHune (reHepauums) Kw4Yen, MX XpaHeHwe, pacnpocTpaHeHue, yaaneHue (YHUUTOXEHMUE), Y4YeT u
NMPpUMEHEeHNe B COOTBETCTBUM C NMOSIUTUKOM 6e30nacHoCTH.

YTeuka nHdopmauunm

1. HeKOHTponMpyeMoe pacnpocTpaHeHue 3awmuiaeMoit MHdopMaunM B pesy/bTaTe ee pasrnalleHus,
HecaHKUMOHMPOBaHHOro A0CTyNa K MHMOPMaLMM 1 NOMyYeHUs 3aumLLaeMoi MHPOPMaLMN pa3BeaKOoN.

2. HenpaBoMepHbIit BbIX0A KOHMMAEHUMANbHON MHMOPMaUMK 3a Npeaesbl OpraHn3aunMmn UavM Kpyra iuu,
KOTOPbIM 3Ta MHMOPMaUMS AOBEPEHA.

DOYHKLMUS X3LWNPOBaHUS

3ako4vaeTcs B COMOCTaBieHUM NMPOU3BOJSIBHONO Habopa AaHHbIX B BUAE MOCNeA0BaTeNbHOCTU ABOUYHbIX
CMMBOJIOB M ero obpasa pUKCMpPOBaHHOM HEBOMbLIOK ANMMHbI, YTO NO3BOASET UCMNOMb30BaTb 3TY MYHKUMIO
B npoueaypax 3N1eKTPOHHON MoAnUCK ANS COKpaLleHUs BPeMeHU MOANUCKU U NpoBepKnM noanucu. dddekT
COKpalleHNs BpeMeHW AOCTUraeTCs 3a CYET BbIYMCNEHMSA NOAMUCK TONbKO noj obpa3oM nmoAnucbIBaeMoOro
Habopa AaHHbIX.

LlenocTtHOCTb MHbOpMaLmnmn

1. CnocobHocTb cpeacTBa BbIYMCAUTENBHON TEXHUKW WM aBTOMaTM3MpPOBaAHHOW cucTeMbl obecneynsaTb
HEN3MEHHOCTb MHMOPMaLNK B YCNOBUAX C/Ty4aNHOro U/unu npeaHaMepeHHOro MckaxeHus (paspyLlueHms).

2. CBoWCTBO MH(pOpMaLMK, 3akyalolleecss B ee CyLeCcTBOBaHUM B HEUCKAXXEHHOM Buae (HEM3MEHHOM
MO OTHOLUEHMIO K HEKOTOPOMY (DUKCUPOBAHHOMY €€ COCTOSIHUIO).

Llenb 3awmThl nHdopMaumnm
3apaHee HaMeyeHHbI pe3ynbTaT 3aWwmTbl MHdopMaLmK.

1. Uenbio 3awmnTbl MHMOpMaLMM MOXeT 6bITb npefoTBpalleHue yulepba cobCTBEHHWKY, Bnagenbuy,
rnosib30BaTeso nHdopmMaumm B pesynbTaTte BO3MOXHOM yTeUKMU nHdbopmaumm n/mnm
HEeCaHKLUMOHMPOBAHHOIO WU HenpegHaMepeHHOro BO3AeNCTBMS Ha MHDOPMaLMIO.

2. UensMn 3awmtbl SBNAKOTCA: MNpeAoTBpalleHne YTeuku, XWULLEHWUS, yTpaTbl, WUCKaXeHus, MOALAESNKU
WHGopMaumn;  npegoTBpalleHMe  yrpo3  6e30macHOCTM  JIMYHOCTM,  obliecTBa, rocyaapcTsa;
npeaoTBpalleHne HeCaHKUMOHMPOBAHHbLIX AENCTBUIA MO YHUUTOXEHUIO, MOANMUKALMKN, MWCKAXKEHMUIO,
KOMUPOBaHWIO,  6/10KMpOBaHMIO  MHMOPpMauMK;  npedoTBpalleHMe  Apyrux  ¢opM  He3aKOHHOro
BMeLlaTenbCTBa B MH@OPMaLMOHHbIE pecypcbl U MHMOPMaUMOHHbIE CUCTEMbl, obecneyeHne NpaBoOBOro
pexuMa JOKYMEeHTUPOBaHHOW MHMOpMaunKn Kak 06bekTa CO6CTBEHHOCTU; 3alumMTa KOHCTUTYLIMOHHBIX Mpas
rpaxaaH Ha CoXpaHeHWe JIMYHOWM TalHbl U KOHDUAEHUMANBbHOCTU NEPCOHaNbHbIX AAHHbIX, UMELNXCA B
MH(POPMaLMOHHbIX cuctemax, coxpaHeHue rocyaapcTBeHHOM TaliHbl KOHMbMAEHUMANbHOCTU
[OKYMEHTMPOBAHHOM MHMOPMaLUMN B COOTBETCTBUM C 3aKOHOAATENbCTBOM; obecrneyeHne npaB Ccyb6bekToB
B MHGOPMaUMOHHbBIX npoueccax W npu pas3paboTke, NMPOU3BOACTBE W MPUMEHEHUN MHGPOPMALMOHHbIX
CUCTEM, TEXHONOMMIN N CpeacTB nx obecneyeHus.

Wndp

CoBOKYMHOCTb 06paTMMbIX NMpeobpa3oBaHMii MHOXECTBA BO3MOXHbIX OTKPbITbIX AaHHbIX Ha MHOXECTBO
BO3MOXHbIX 3allM@PPOBaHHbIX AAHHbIX, OCYLECTBASEMbIX MO OnpeAesieHHbIM MpaBuiaM C NpUMEHEHUEM
KITO4Yen.
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LLncdposaHune
Mpouecc 3awmndpoBaHms nnm pacwmdpoBaHus.

E Kniou 3awmdposanus E Kntou pacwmdpoBanus

ABC

MCXOAHBIN TeKCT

RAO CK3K

3aWwncpPoBaHHbINA TEKCT

3awundpoBaHue PacwudpoBaHue

Puc. 1. WndpposaHmne nidpopmauumn

LLndpoBaHme mHbOpMaLMM — B3aMMHOOAHO3HAYHOE MaTeMatuyeckoe (Kpuntorpaduyeckoe) npeobpasoBaHue,
3aBuUcsLLlee OT Ko4va (CeKpeTHbI napameTp npeobpas3oBaHWUs), KOTOpOe CTaBUT B COOTBETCTBME 610Ky
OTKPbITON WHQOpMauMM, npeacTaBfeHHON B HEKOTOPOW uu@poBolk koaupoBke, 670K LWKNdPOBaAHHOM
nHdopMaumn, Takxe npeacTaBneHHon B uMdpoBon koagnposke. TepMuH wudpoBaHne obbeanHseT B cebe
ABa npouecca: 3awndposaHue 1 pacumndpoBaHne nHdopmaLlmm.

Ecnu 3awmndpoBaHne 1 pacumdpoBaHMe OCYLLECTBASIOTCS C MCMO/b30BAaHMEM OAHOMO W TOr0 e Koua,
TO TakKoW anroputMm Kpuntorpaduyeckoro npeobpasoBaHUs Ha3biBAETCA CUMMETPUYHBLIM, B MPOTUBHOM
crnyyae — aCMMMETPUYHbIM.

MpounTtaTb 3awmndpoBaHHoe coobuieHne (MHDOPMaLNIO) MOXET TOMIbKO MOSb30BaTeslb, UMEIOLWNIA TOT Xe
3aKpbITbIN K/OY WKNdPOBAHNS.

LLindpoBaHme AOKYMEHTOB (TEKCTOB)

MpeobpazoBaHue @OpMbl UCXOAHbIX (OTKPbITbIX) TEKCTOB COO6WEHUMA TakmMm ob6pa3oM, 4TO WMX CMbICH
CT@HOBUTCS HEMOHATHbLIM AN ntoboro nuua, He BNaAelLWero ceKpeTom obpaTHoro npeobpasoBaHus.

LncdpoBanbHble cpeacTsa
CpeacTtsa kpunTorpacbuyeckoi 3awmTsl MHdopmaLmm:

5. peanusylolwme KpuntorpacdmyeckMe anroputMbl npeobpas3oBaHus uMHdoOpMauuuM  annapaTHble,
NporpaMMHble W annapaTHO-MPOrpaMMHble CPEACTBA, CUCTEMbl W KOMMEKCbl, MpeAHa3HayeHHble AN
3aWwnTbl MHboOpMauMn (B TOM 4uC/ie M BXOASALME B CUCTEMbI U KOMMJIEKCbl 3aluTbl MHdopMauuu oT
HECAHKUMOHWPOBAHHOMO [0CTYyrMa), LMPKYIUPYHOLWENR B TEXHUYECKUX CPeACTBax, Npu ee o6paboTke,
XpaHeHUWU U Nepeaaye Mo KaHanam CBs3u, BKoYas WNhPOBabHYO TEXHUKY;

6. peanusylowmne KpunTorpaduyeckme anropuTMbl  nNpeobpasoBaHus MHdOpMauMM  annapaTHble,
nporpamMMHble M annapaTHO-NMpOrpaMMHble CPpeacTBa, CUCTEMbl U KOMMIEKChl 3almTbl OT HaBA3blBaHUS
NOXHOW MHbOpMauum, BKKOYas CpeaCcTBa MMUTO3aLWMTbl U "aNeKTPOHHON noanucu";

7. annapaTHble, nporpaMMHble W annapaTHO-NporpaMMHble CpeacTBa, CUCTEMbI W KOMMJIEKCHI,
npegHa3sHaydeHHble AN WU3rotoBsIEHNUA W pacnpejeneHns KA4eBbiX AOOKYMEHTOB, WCNOJIb3yEMbIX B
LLIVIdeOBaJ'IbeIX cpeacrtBax, He3aBMCUMMO OT BUAa HOCUTENA KJ1t0UeBOM MHCbOpMaLI,MVI.

8. pyuHble Wndpbl, AOKYMEHTbI KOAUPOBAHWUS U APYrMe HOCUTENU KOYEeBON MHdOpMaLmK.
Lndpytowasn darinosaa cncrema

dalinoBas cuctema, nossosstowas obecneumBaTb Kpuntorpadwuuyeckyto s3awmty danna (wndpoBaHue)
He3aBMUCMMO OT ApYyrux danioB C BO3MOXHOCTbIO €ro U3MEHEHUS HE3aBUCMMO KaXAbIM U3 AOMYLLEHHbIX K
HeMy rnonb3oBaTeneu:

DNeKTpoHHasa noanuchb

OaHHble, pobaBnsiemble K 650Ky [aHHbIX MOMYYeHHble B pe3ynbTaTe ero Kpuntorpaduyeckoro
npeobpa3oBaHns, 3aBUCALLENO OT 3aKPbITOro Kya M 6710Ka AaHHbIX, KOTOpble MO3BONAIOT NMPUEMHUKY
AaHHbIX YAOCTOBEPUTLCS B LENIOCTHOCTU 6510Ka [AaHHbIX M MOAMMHHOCTM UCTOYHMKA AaHHbIX, @ Takxke
obecneynTb 3alMTy OT NMOAIora CO CTOPOHbI MPUEMHUKA AAHHbIX.

I'IpOBepKa 3}'IeKTpOHHOI2 noanucu nop 6510KOM OTKprTOVI I/IHd)OpMaLI,VIM npounsBoagnTCca C nNoOMOLWbIO

Kpuntorpacduyeckoro npeobpasoBaHMs U OTKPbLITOrO Kioda (kntoda nposepku 3OM1), COOTBETCTBYHOLErO
3aKkpbiToMy (kntody M), yyacTBOBaBLUEro B npouecce yctaHoBku II1.
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CepTudmkar \< ) ﬁ\j
o OTKPbITOro Knro4a i Y
E CekpeTHbIN kntoy UM aun J ji\‘
ABC ABC
VCXOAHBLIN TEKCT MCXOAHLIN TeKCT
aun ﬁ
®dopmupoBaHue IdLN MpoBeka UM

Puc. 2. ®opmupoBaHue n nposepka M

DneKkTpoHHas noanucb obecneumBaeT LENOCTHOCTb COOOLWEeHN (AOKYMEHTOB), nepedaBaeMbiX MO
He3alMLLEHHbIM TeIeKOMMYHUKALMOHHbIM KaHanaMm obuwero nosib3oBaHMA B cucTeMax 06paboTku
MHdOpMaumMn pasnNYHOro HasHavyeHusl, C rapaHTUpOBaHHOW uAeHTUdUKaumen ee asTopa (NMua,
noanucasllero  AOKYMEHT) DfieKTPOHHas MnoAnWCb  MO3BONSET  3aMeHuTb Npu  6e36yMaxkHoM
AOKYMeHTo060poTe TpaAMUMOHHbIE nevyaTb W noAanucb. lpu NocTpoeHun umdpoBOW NOAMNUCU BMECTO
06bI4YHOM CBSA3M MeXxAy neyaTblo WKW PYKOMWCHOW MOAMUCLIO M ANCTOM 6yMarn BbICTynaeT CoXHas
MaTeMaTMYecKas 3aB1CMMOCTb MEXAY 31EKTPOHHbIM AOKYMeHTOM, Kitodamm DI v nposepku 3.
MpakTnyeckas HEBO3MOXHOCTb MOAAENKW 31EKTPOHHOM MOAMMCK OnupaeTcs Ha o4veHb 6onblon 06beM
onpeeneHHbIX MaTeMaTUYECKNX BblYNCIEHNN.

MpocTaBneHve NoAnWUCK Moj AOKYMEHTOM He MEHSIeT CaMoro AOKYMEHTa, OHa TOMbKO AaeT BO3MOXHOCTb
NpoBepUTb NOAJIMHHOCTbL U @aBTOPCTBO MOJTyYEHHOM MHpOpMaunu.

1. Ha3zHaueHune CK3U

CK3WM npegHasHayeHo Ana 3aWuTbl MHGOpMaUMKW, nepefaBaeMoOl MO KaHanam CBSA3U, WU
obecneuymnBaerT:

e ABTOPU3ALMIO 3JIEKTPOHHbIX LJOKYMEHTOB Ha 6a3e 3N1eKTPOHHOM noanucu;

e ayTeHTUdMKauM CTOPOH NpU Nepegaye 3NeKTPOHHbIX AOKYMEHTOB Ha 6a3e nMpoTOKO/0B
TLS u IPSec;

e 3aLMLIEHHYIO NAPHO-BbIOOPOYHYIO CBSA3b AN obMeHa KOHpuAeHUManbHOn nHpopmMaumnen.

1.1. ®yHKumu 3awmTbl MHPopMmaumm CK3U

CK31M XKTSAKM.00083-01 obecneumBaeT BbINONHEHWE cneayoWwnx GYHKUMA  3aWwmThl
MHdopMauun:
e aBTOpM3auMsa M obecneyeHwe LPUANYECKON 3HAYMMOCTU INEKTPOHHBLIX AOKYMEHTOB
npu obMeHe MMM Mexay MNoJsib30BaTeNssMM MOCPeACTBOM MCMOMb30BaHUSA npoueayp hopMUpoBaHUA M
nposepkn (C ucnonb3oBaHWeM cepTudukatoB craHaapta X.509 Ypoctosepsiowero UeHTpa)
3N1EKTPOHHOM NOAMNUCK B COOTBETCTBUM C OTedYecTBeHHbIMKU cTaHgapTamm (RFC 4357):

FOCT P 34.10-2001. "WHgpopmaumoHHasi TexHosorus. Kpuntorpagpuyeckas 3awynta
nH@opmaymnu. lpoyeccbl popMUpoBaHusi N NPOBEPKUN 3/TIEKTPOHHON UngdpoBoHi nognucm”.

FOCT P 34-11-94. "WH@opmaumoHHasi TexHonorus. Kpuntorpagpuueckass 3awyuta
nHpopmaumn. OyHKUUS XILIMPOBaHUS".

e obecneveHune KOH(bM,CI,EHLI,MaJ'IbHOCTM n KOHTpONA LENOCTHOCTHU MHd)OpMaLI,VIVI
nocpeacTtBoM ee LIJI/ICprBaHVIﬂ N MMUTO3alWNTbl, B COOTBETCTBUN C OTEHECTBEHHbLIM CTaHAAPTOM:

FOCT 28147-89 "Cucrembl 06paboTku nHgopmMaumu. 3alymta Kpuntorpagpuyeckas”;

e KOHTPOJIb LL€NOCTHOCTM CUCTEMHOMO W MPUKIAAHOMO MPOrpaMMHOro obecrnedeHuns ans
ero 3aliMTbl OT HECAHKUMOHWPOBAHHOrO MW3MEHEHWS WAM  OT HapyleHWUs MNpPaBUIbHOCTM
(DYHKLMOHUPOBAHNS;

e ynpaBneHna KNr4eBbIMU 31EMEHTAMN CUCTEMbI B COOTBETCTBUUN C pEr1aMEHTOM;

e obecneyeHne ayTeHTUdUKALMM CBA3bIBAKOLMNXCA CTOPOH, KOHMOWUAEHUMANbHOCTU U
LesIOCTHOCTU nepechbisiaeMon MHpOpMaLmMn C UCMoSb30BaHMeEM cepTudmkaTos ctaHgapTta X.509;
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e yCTaHOB/IEHME QaYTEHTMYHOro 3alMUWEHHOr0 COeAMHEHMS C  UCMNOoSIb30BaHUEM
npoTtokona Kpuntolpo TLS;

e 3awmuta IP-coegmHeHnn c mncnonb3oBaHueM npotokonos Kpuntollpo IKE, Kpuntollpo
ESP;

e obecneyeHne KOHPUAEHLMANBHOCTU U KOHTPOJIS LEeNOCTHOCTM M aBTopusauuns dainos
M MHPOPMaUMOHHbIX COObLEHN;

e obecneveHune ayTeHTUDUKAUUKN, ayTEHTUDUKALNSA NoSb3oBaTeNs B goMeHe Windows.

JononHutenbHble anropuTMbl MOAAEPXKKM K/OYEBbIX CUCTEM, MapaMeTpbl aaropuTMoB,
dopmaTtbl ceptudwukatos, nopaepxumpaemble B CK3W, onpeneneHbl B pokymeHtax RFC 4357,
RFC 4490, RFC 4491.

1.2. MexaHu3Mbl 3alWmnTbl MHPOPMaLMK

e KoHduaeHunanbHOCTb MHbOPMauuM nNpu XpaHeHun (Ha auckax, B 6asze AaHHbIX) U
nepepaye B CeTU CBA3N obecnevynBaeTCs UCMOb30BaHUEM PYHKLUMN WNdpoBaHuS.

o WNpeHTudwukauma u asTOpcTBO. [lpM CceTeBOM B3auMMOAENCTBMWU (YCTaHOBMIEHUW CeaHca
cBA3n) obecneumBaetca  dyHKumMaMm DI Npyv MCNOAB30BaHMWM WX B  npouecce
ayTeHTudmnKauum (HanpumMep, B COOTBETCTBMM C  pekoMmeHgaumsimm  X.509).
Mpun snekTpoHHOM AokyMeHToob6opoTe obecneumBaeTcs McNonb3oBaHWeM @yHKUn Il
3/1IeKTPOHHOr0 AOKyMeHTa. [OononHuTeNnbHO A[onXHa 6blTb nNpeaycMOoTpeHa 3awuTta oT
HaBsA3bIBaHWS, NOBTOPA 3/IEKTPOHHOIO AOKYMEHTa M LeNOCTHOCTb CMPaBOYHWUKOB K/O4eln
nposepku JI1.

e LlenoctHocTb nHdopMaunm. ObecneunsaeTtcs ncnosnb3oBaHuem  yHkumn - 2Ol
3/IEKTPOHHOr0  AOoKyMeHTa. [lpy  wncnonb3oBaHunM  dyHKUMA  wudpoBaHna  (6e3
ncnonb3oBaHusa 2JI) obecneumBaeTcas ummTosawmTon. Ans obecneyeHus LENOCTHOCTU
XPaHUMbIX [aHHbIX MOXeT ObiTb WUCNofb30BaHa @GYHKUMS  XeWwupoBaHUa  nau
MMUTO3aLLNTbI, HO NMPKU 3TOM He obecneymBaeTcs aBTOPCTBO MHpOPMaLMN.

e HeoTkasyeMocTb oT nepeaauu 3/1EKTPOHHOIo AOKyMeHTa. ObecneumnBaeTcs
ncnonb3osaHnem dyHkumin Il (NoANUCb [OKYMEHTa oOTnpaBuTeNneM) W XpaHeHUeM
AOKyMeHTa ¢ Ol B Te4yeHne yCTaHOBIEHHOIrO CpoOKa NpMEMHON CTOPOHOW.

e HeoTkasyeMoCTb OT npueMa 3/7eKTPOHHOro AokyMeHTa. ObecneunBaeTcs MCNONb30BaHNEM
dyHKuMn Il 1M KBUTUPOBaHMEM NpueMa AOKyMeHTa (NOAMUCb KBUTaHUMW nosyyaTtenem),
XpaHeHneM [OKyMeHTa W KBUTaHumMm C 3l B TeYeHMe YCTaHOBMEHHOro CpokKa
OTNpaBNsoLWEN CTOPOHOMN.

e 3awuta OT nepenosTopoB. ObecneunmBaeTcss WCMNOAb30BaHMEM KpuNTOrpadunyeckmx
dyHkumn  3M, wudpoBaHMs UANM  UMUTO3aWMTbl C gobaBneHneM  yHWKanbHOro
naeHTudukaTopa ceteBor ceccun (3/1EKTPOHHOINO [AOKYMEHTa) C nociaeaylwen wux
MPOBEPKOM MNPUEMHOM CTOPOHOM MAM pa3paboTKon cneunannuanpoBaHHOrO MNpPOTOKOoa
ayTeHTUdnkaunm (obMeHa a3NEeKTPOHHbIMU AOKYMEHTAMM).

e 3awmuTa OT HassA3biBaHMSA WMHMOPMaUUM. 3alwmnTa OT HApPyLWMUTENs C Uenbl HaBsA3bliBaHMS
MM TMpUEMHON CTOpoHe cob6CTBEHHOW WHGOpMaunmM, nepepaHHon €kobbl 0T nuua
CaHKUMOHNPOBAHHOIO rnosib3oBartens (HapylweHune aBTOpCTBa nHdopmMaunn).
ObecneunBaeTcss Mcnonb3oBaHMEM QyHKUMA D1 C nNpoBepkolr aTpubyToB 31EKTPOHHOIo
OOKYMeHTa M K/toya nposepku 3l oTnpaBuTens.

e 3awmTa oT 3aKNaAokK, BUPYCOB, MoAUMDUKALMM CUCTEMHOIO M NpuknaaHoro MO

Ob6ecneunBaeTCcs COBMECTHbIM WCMNONb30BaHWEM KpunTorpapuyeckmx Cpeacts, CpeacTs
@HTMBUPYCHOM 3aLlLMTbl N OpraHM3aunOHHbIX MEPOMPUSATUN.

2. TpeboBaHusa k akcnnyataunm CK3U

CK3MW XKTAKN.00083-01 npegHasHayeHo AN 3aliMTbl OTKPbITOM MHMOpMaunmn B MHOOPMaALMOHHbIX
cuctemax obwero nonb3oBaHMSA  (BblUMCNEeHMe/npoBepKa 3NEKTPOHHOM MNoAMWCUM) W 3alWuThl
KOHdMAeHUNaNbHON uHbOpMaumn, He coaepxallel CBeAeHWN, COCTaBASIOWMX FOCYAAPCTBEHHYHO
TanHy, B KOPNOPaTMBHbIX MHPOPMaALMOHHbIX cnuctemax (wudpoBaHue/pacwmdpoBaHue nHpopmaumm,
BblUMCneHne/npoBepka MMUTOBCTABKN, BblYMCIEHNE 3HAUYEHUS Xew-dyHKUUKN, BblYMCNeHe/npoBepka
3NEeKTPOHHOM NoAanucu).

CpeactBamn  CK3W XTAM.00083-01 HE OAONYCKAETCH o6pabaTtbiBath WHbOpMauuio,
CcoLepXKallyto CBeAEHM s, COCTaBsOWME roCyAapCTBEHHYO TanHy.
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CK3M XXTAK.00083-01 MOXET MCHMNOJIb3OBATbCA ans kpuntorpaduyeckon 3awuTbl
nepcoHasnbHbIX AAHHbIX.

YctaHoBouHble Moaynu CK3W  «Kpuntollpo CSP» 1 KOMMAEKT 3KCnjyaTaunOHHOM
AOKYMEHTaUMW K HEMy MOFyT MOCTaBAATbCA MO/b30BaTeso YNONHOMOUYEHHOW opraHusauueii! asymsa
cnocobamu:

1. Ha HocuTene (CD, DVD - aunckn);
2. MNocpeacTsoM 3arpy3sku yepes NHTepHeT.

Ons nony4yeHuUs BO3MOXHOCTM 3arpy3ku yCTaHOBOYHbIX Moaynen CK3U «Kpuntollpo CSP» un
KOMMNEKTa 3KCnayaTauMoOHHOM AOKYMEHTauuuM MNosb30BaTeb HamnpasnsieT CBOM YYeTHble AaHHble
YNO/MHOMOYEHHON opraHmM3aumn. YUeTHble AaHHble MOryT 6biTb HanpaB/ieHbl NOCPEACTBOM 3arno/IHEHUS
cneunanusnpoBaHHOM perncTpaunoHHon gopMbl Ha carTe YNO/THOMOYEHHOW OpraHm3auunm.

Mocne nonyyeHMs YNOAHOMOYEHHOW OpraHM3aumMein YUETHbIX [AaHHbIX M0Jib30BaTeNto
npefocTaBNseTcss AOCTYN Ha CTpaHuLy 3arpy3km yCTaHoBouYHbIX moaynen CK3U «Kpuntollpo CSP» un
KOMMJIeKTa 3KCnyaTaunMoHHON AOKYMeHTauuu. Npu 3arpy3ke nonb30BaTeNeM YyCTaHOBOYHbLIX MOAyneWn
CK3M «Kpuntollpo CSP» w©n KoMMaeKTa 3KChyaTauMOHHON [OKyMeHTauuu YrnosHOMOYEHHOM
OpraHmsauunen npuceBamMBaeTCsl YYETHbIN HOMep, naeHTuduumnpyowmn aklemnnap CK3MN «Kpuntollpo
CSP», npenocTaBneHHbIN N0/b30BaTESIO.

BMecTe C ykasaHHbIMM AAHHbIMW Ha CTpaHWLUe 3arpy3km pa3MeLlatoTcsl KOHTPOJibHble CyMMbl
YCTAHOBOYHbIX MoAynen n gokyMmeHTaumu. KOHTpOSbHble CYMMbl pacCUMTbIBAKOTCS B COOTBETCTBUM C
FOCT P 34.11-94 c yuyétom RFC 4357. Tllonb3oBaTenb, 3arpysuMB YCTaHoOBO4YHble Moaynn CK3U
«Kpuntolpo CSP» 1 3KcniyaTauMOHHYIO AOKYMEeHTauuio, [o/KeH ybeauTbCsd B LENOCTHOCTU
NOSTyYEeHHbIX AAaHHbIX. DTO MOAb30BaTeNb AOJ/IXKEH cAenaTb C MCNOJSb30BaHUEM yTunuTbl cpverify.exe,
Bxogsuwen B coctaB CK3UN «Kpuntollpo CSP», nub6o uHbIM apyrum ceptuduumnposaHHbiMm ®CB Poccum
wudpoBanbHbIM (KpunTtorpaguyeckum) cpeactsom, peanmaytowmm NOCT P 34.11-94.

YcraHoBka CK3UM «Kpuntollpo CSP» Ha pabodee MecTo nonb3oBaTens MoXeT ObiTb
OCYLUEeCTB/IEHa TONbKO B Ciydae MOATBEPXAEHMS LIEeNOCTHOCTU MOJSTYHYEHHbIX YCTAaHOBOYHbLIX MoAyfeWn
CK3U «KpunTtollpo CSP» n skcnayatauMOHHOW AOKYMEHTauuu.

Mpumeuanume 1. CpeacTtBo KOHTpONS uenocTtHocTu (cpverify.exe nnm

MHoe  cepTMdUUMPOBAHHOE  CpPeacTBO)  AO/MKHO  6bITb  MOAyYEeHO  Ha

ANCTpUbYyTUBHOM HOCUTeNe AOBepeHHbiM 06pa3oM WM yepe3 KaHan CBSA3w,

"—.—._“ 3allMLLEHHbIA  cepTudunumpoBaHHbiMm O®CB  Poccum KpmnTorpad)_quCKMMw

== cpeacteamu. lpu 3TOM [ONYyCKAETCs MCMNONb30BaHME YyTunuTbl cpverify.exe us

coctaBa CK3UM «Kpuntollpo CSP» Bepcuint 2.0, 3.0, 3.6 Npu yC/OBUU, UYTO OHMU

6binn  nosyvyeHbl Ha AWUCTPMOYTMBHOM HOCUTENE, a He 3arpyXxeHbl 4epes
obLwenocTynHble KaHanbl CBS3W.

MpuMeuvaHue 2. lonyyeHne 3HAYEHNN KOHTPOJIbHbIX CYMM A@HHbIX,
CKa4yaHHbIX C cailiTa, He rapaHTMpyeT ayTeHTUUYHOCTb 3HadeHun. PekomeHpyeTcCs
noay4yatb 3HAYEHUS KOHTPOJSIbHbIX CYMM ANCTPUGYTMBaA NO AOBEPEHHOMY KaHany
(B oduce OO0 «KPUMTO-MPO», y oduumanbHblX AWIepoB, Yy pa3paboTynkos

|L_!__!_|| npuknagHoro MO, ncnonb3ytouwero dyHkumn CK3N).

[aHHbllA MeTo4 He rapaHTuMpyeT 3awnTy AncTpubyTmBa OT NOAMEHbI.
B cnyuyae nonydyeHus auctpmbytmusa CK3WN yposHa 3awmTbl KC1 wncnonb3osaTb
OaHHbIN MeToa He pekomeHayeTcs. [Ans ypoBHen 3awntbl KC2, KC3 ckaumBaHue
ANCTpnbyTmBa C canTa 3anpeLleHo.

3. MporpaMMHo-annapaTHble cpeabl pyHKUMOHUpoBaHma CK3U

CK3U XTAKN.00083-01 dpyHKUMOHMPYET B ClieAyoLmxX NporpaMMHO-annapaTHbIX cpejax:
= Windows 2003/Vista/2008/7/2008R2/8/2012/8.1/2012R2/10/2016 (ia32, x64).

1 YnonHoMmouyeHHass opraHusaumsa - npowussoamtens CK3W «Kpuntolpo CSP», nubo opraHusaums-
nuuensnat ®CB Poccnum B 4yacTu pacnpocTpaHeHus wudpoBasnbHbiX (KpynTorpapuyeckmx) CpeacTs
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= Linux Standard Base ISO/IEC 23360 (ia32, x64), nporpaMMHO-annapaTHbie cpeabl,
yaoBneTsopsowme ctaHaapTy LSB 4.x:
CentOS 4/5/6/7 (ia32, x64)
TA OC AUC ®CCN Poccum (GosLinux) (x86, x64)
Red OS (x86, x64)
Fedora 23/24/25 (x86, x64)
Linpus Lite 1.3 (ia32)
Mandriva Enterprise Server 5, Business Server 1 (x86, x64)
Oracle Enterprise Linux 4/5/6/7 (ia32, x64)
Open SUSE 13.2, Leap 42 (ia32, x64)
SUSE Linux Enterprise Server 11SP4/12, Desktop 12 (x86, x64
Red Hat Enterprise Linux 4/5/6/7 (ia32, x64)
CuHTe3-0OC.PC (x86, x64
Ubuntu 10.04/12.04/12.10/13.04/14.04/14.10/15.04/15.10/16.04/16.04.1/16.10
(ia32, x64)
Linux Mint 13/14/15/16/17/18 (x86, x64)
Astra Linux Special Edition (x86-64)
ALT Linux 7 (ia32, x64);
ROSA 2011, Enterprise Desktop X.1 (Marathon), Enterprise Linux Server (x86, x64);
POCA XPOM/KOBAJIbT/HUKEJb (x86, x64);
Debian 7/8 (ia32, x64, MIPS);
FreeBSD 9/10, pfSense 2.x (ia32, x64);
Solaris 10/11 (sparc, ia32, x64);
AIX 5/6/7 (Power PC);
Apple iOS 6.0/6.0.1/6.0.2/6.1/6.1.2/6.1.3/6.1.4/6.1.5/6.1.6/7.0/7.0.1/7.0.2/7.0.3/7
.0.4/7.0.5/7.0.6/7.1/7.1.1/7.1.2/8.0/8.0.1/8.0.2/8.1/8.1.1/8.1.2/8.1.3/8.2/8.3/8.4/
8.4.1/9/9.0.1/9.0.2/9.1/9.2/9.2.1/9.3/9.3.1/9.3.2/9.3.3/9.3.4/9.3.5/10
(ARM, arm64, arm7s);
= MacO0S X 10.7/10.8/10.9/10.10/10.11/10.12 (x64);
=  BupTyanbHble cpeabl
Microsoft Hyper-V Server 2008/2008R2/2012/2012R2/2016 (x64);
VMWare WorkStation 11/12 (x86-64);
VMWare Player 7/12 (x86, x64);
VMWare Sphere ESXi 5.0/5.1/5.5/6.0 (x64);
Virtual Box 3.2/4.0/4.1/4.2/4.3/5.0/5.1 (x86, x64);
RHEV 3.4/3.5/3.6/4.0 (x64).

4. NcnonHeHna CK3U

CK31 XTAW.00083-01 BbinyckaeTca no knaccam 3awmtbl KC1l, KC2 m KC3 B Tpex
MCMOJTHEHMSX.

Ona 3awmtbl knacca KC1 mcnonb3yloTcs OpraHmM3auMoOHHO-TEXHUYECKMe Mepbl, obecrneun-
BaeMble aAMMHNCTPaATOpoM 6e30NacHOCTU.

Ona 3awmtel knaccos KC2 n KC3 wucnonb3ytotca MAK 3awmntbl oT HCO v opraHM3aunoHHO-
TexHu4yeckme Mepbl, obecrneuynBaemble aiMMHNCTPATOPOM He30MacHOCTHU.

UcnonHeHme 1 knacca 3awmtbl KC1 BbINONHEHO B COCTaBE:
KpunTonpoBanaep;
KpunTtoaparieep;
MOAY/b ceTeBol ayTeHTudumkauum (TLS);
MOAY/Nb ayTeHTUdMKaummn nonb3osatensa B gomeHe Windows;
moaynb npotokonos Kpuntollpo IKE, KpunTtollpo ESP;
moaynb wudpytowen dannoson cuctembl Kpuntollpo EFS (OC Windows);
MOAYJ/Ib KOMaHAHOW CTPOKM;
MoAynb noaaepxXku nHtepdenca Microsoft CNG;

18



XKXTAN.00083-01 90 02. Kpuntollpo CSP. PykoBoACTBO aAMMHUCTpaTopa 6e30nacHoCTU.
O6bwas yacTtb

MoAy/1b NoaaepXknm nHrepdgerica Mozilla NSS;
cepBucHble moaynu (cpverify, wipefile, stunnel)
n YHKUMOHMPYET B NporpaMMHoO-annapaTHbIX cpegax n.3.

UcnonHeHune 2 knacca 3awmtbl KC2 BbINOMHEHO B cocTaBe MUcMonHeHuMs 1 ¢ gobaBneHuem
YTUNUTbl BbIPpaboTKM BHELWHEN ramMmbl U (GYHKUMOHMPYET B MNPOrpaMMHO-
annapaTHbIX cpepax n.3 3a ncknwdvenmem Apple iOS (ARM), Mac OS X (x64)
n nnatgopmbl MIPS.

UcnonHeHme 3 knacca 3awunTtbl KC3 BbINOJIHEHO B COCTaBe:
KpunTtoapanseep;
KpUnTocepsuc;
MOAY/b CceTEBOM ayTeHTUduKauum (TLS);
mMoaynb wudpytowen dannoson cuctemol Kpuntollpo EFS (OC Windows);
mMoaynb npotokona Kpuntollpo IPSec;
MOAY/lb KOMaHAHOW CTPOKMW;
yTuAnTa BblpaboTKN BHELUHEN raMMbl;
CepBUCHble NporpamMmbl

N YHKUMOHMPYET B NporpaMMHo-anmnapaTHbIX cpeaax
2003/Vista/2008/7/2008R2/8/2012/8.1/2012R2/10/2016 (nnatdopma ia32,
x64) c nakeTtoMm Secure Pack Rus Bepcuun 3.0.

PeanunsyemMble kpuntorpadpunyeckme anropmtMsbl

Anroput™ wndpoBaHus/pacluMdpoBaHNs AAHHbIX U BblUUC/IEHWE MMUTOBCTaBKW peann3oBaH B
cootBeTcTBUM C TpeboBaHuamn T[OCT 28147-89 "Cucrembl o6paboTtkm wuHdboOpmaumun. 3awuTa
KpunTtorpadguueckasn".

AnroputMbl  ¢popMMpoBaHua M nposepku DIl peanusoBaHbl B COOTBETCTBMM C
FOCT P 34.10-2001 "WHdopMaumoHHas TexHonorus. Kpuntorpaduyeckas 3awmta wuHdbopmauumu.
Mpoueccbl GopMUpOBaHUS U MPOBEPKN 3/1EKTPOHHON LndpoBon noanmcu".

Anroput™  BbIpaboTKM  3HAuYeHMs  X3W-(PYyHKUMW  peanm3oBaH B COOTBETCTBUM C
FOCT P 34.11-94 "WHdopMmaumoHHasas TexHosnorusa. Kpuntorpaduueckas 3awmta  WHdopMauuu.
DyHKUMSA X3WwWmpoBaHma".

S-60KCbl, rpynnbl TOYEK Ha 3AJMATUYECKMX KPUBbIX, 3HavyeHus GYHKUMA X3WNPOBaHUSA
onpeaeneHbl B fokyMeHTe RFC 4357.

KntoueBas cuctema CK3W Kpuntollpo CSP obecneumBaeT BO3MOXHOCTb MapHO-BbI6OPOYHOM
CcBsA3n aboHEeHTOB ceTu C BbIpabOTKOWM A1 KaXAoro ceaHca CBSA3M KJKOYel Ha OCHOBe npuHuMna
OTKPbITOro pacnpeneneHns Kito4den ¢ ncnosb3oBaHmem anropmtma Anddu-XennmaHa.
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6. CtpykTypa u coctas CK3U

6.1. Ctpyktypa CK3U
O6was crpykTypa CK3M XTAN.00083-01 npeacraeneHa Ha puc. 1.
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6.2. Cocrtas nporpamMmHoro obecrneyenmns CK3U
CK3U XTAKN.00083-01 pyHKUMOHUPYET HA OAHOM U3 ABYX YPOBHEMN:
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- YPOBEHb NPUIOXKEHUS;
- ypoBeHb gapa OC.
B coctaB CK3U XTAN.00083-01 BxoaAT:
. Bubnuoteku dll, cepsucol, gpansepbl Kpuntollpo CSP.
. Moaynb ceteBol ayTeHTUdUKaumn Kpuntollpo TLS.
. Moaynwu IKE, ESP ana ncnonb3oBaHusa B npotokone Kpuntollpo IPSec.
. Moaynb Kpuntollpo Winlogon.
. Kpuntorpaduyeckunit uHtepderic Kpuntollpo CSP.

. MporpaMMHbIN AaTumK cnydarHbix ducen (MACY) ¢ MHCTannsuMen oT (PU3NMYECKOro
OCYH (®OCYH) BcTpanBaeMoro nporpamMMHo-annapaTtHoro komnnekca (MAK) 3awuTbl oT
HCO, Bbuo[CH, BHELWHEN rammbl.

. MNAK 3awmntel oT HCA (B McnonHeHmsax 2 - 3).

. KOHTpO/b LenoCTHOCTM NporpaMMHOro obecneyeHuns.

. CucrtemMa MHXeHepHOo-KpuaTorpadryeckon 3awwnThbl.

. Cuncrema 3awmTbl oT HCl (Mcnonb3yeTcs onuuoHasnbHO).

6.3. Cocrtas nogcmcrteMbl nporpamMHon COK
B coctaB noacmctemMbl nporpaMmMmHoi COK BXoAAT KOMMNOHEHTbI:
. MpunoxeHune (MpuknagHoe nporpaMMmHoe obecneyeHue, ncnonbayrouiee CK3U).
. NHTepdeiic SSPI (noaMHOXeCTBO MHTepdenca Kpuntorpadunyeckmx npoToKonoB
Secure Support Provider Interface (SSPI, CryptoAPI v. 2.0) ans peanusauunmu

NpoToKoNa ceTeBol ayTeHTUdUKaummn TLS v. 1.0 (noa ynpasneHunem OC
Windows 2003/Vista/2008/7/2008R2/8/2012/8.1/2012R2).

. Moaynu HacTtpoiiku OC Windows ansa obecneyeHus gyHkUnoHupoBaHus CK3N.
. NHTepdeiic CryptoAPI 2.0.
. CpenctBa Crypt32(Win32,64) ans obecnedeHns paboTbl C cepTudmnkaTtamm

ncnonb3oBaHueM nHtepdenca CryptoAPI 2.0 yepes kpunTorpaduyecknii MHTepdenc
Kpuntolpo CSP noa ynpaeneHnem OC Windows 7/2008R2/8/2012/8.1/2012R2.

. CpenctBa Capilite - gna obecneyennss paboTbl C cepTudmnkaTaMm C MCNOb30BAHUEM
mHTepdenca CryptoAPI 2.0 uyepe3d kpuntorpaduyeckun mHtepdenc Kpuntollpo CSP
noa ynpasneHuem OC cemencrtea UNIX (Linux , FreeBSD, Solaris, AIX).

. KpunTtorpaduueckuin nutepoderic Kpuntollpo CSP.
. WTaTHble nHTepdencbl KNYEBbIX HOCUTENEN.
. ASN.1 - cucrtema KOAUPOBaHUS/AEKOANPOBAHMSA AaHHbIX B popmaTtax ASN.1.

Coctas moaynenn CK3U n noacucrtembl nporpaMmHoin COK ans cOOTBETCTBYHOLMX NPOrpaMMHO-
annapaTHbIX cpef KOHKpeTusupyeTtcs B gonosHeHusax XTAM.00083-01 90 02-01, XTAKM.00083-01 90
02-02, >XXTSIN.00083-01 90 02-03, XTAW.00083-01 90 02-04, >XTSK.00083-01 90 02-05,
XKTAN.00083-01 90 02-06, XKXTAN.00083-01 90 02-07 Kk HacToAWEMY LOKYMEHTY.

7. KnwuyeBas cucreMa U KirdeBble HOCUTenu

7.1. Obwme nonoxeHnsa

CK3UN «Kpuntollpo CSP» gBnsieTca CUCTEMON C OTKPbITbIM pacrnpefeneHneM Kiden Ha
OCHOBE aCMMMETPUYHOWN KpunTorpadmm C MCNoSb30BaHMEM 3aKpbITOro KAo4a Ha OAHOW CTOpPOHE U
COOTBETCTBYIOLEro eMy OTKPbITOro Kitova MHHOPMaLNMOHHOIo B3aUMOAENCTBUS.

Monb3oBaTtenb, obnagatowmin NpasoM NOANUCU WU/Mn WNDPOBAHUA AaHHbIX, BblpabaTbiBaeT
Ha cBoeM paboueM MecTe wunAM nonydyaetT y agMuHuUcCTpatopa 6e3onacHoctv (B 3aBUCMMOCTUM OT
NPUHATON NOAUTUKM 6e30MacHOCTM) SIMYHble 3aKpbITbld K4 (ko4 OI1) M OTKPbITbIA KoY (KoY
nposepkn 3I1). Ha ocHoBe KaxAoro OTKPbITOro kito4a (knawo4va nposepku 3l1) YaocToBepsowmMm
LeHTpoM dopmMupyeTcs cepTudukaT OTKPbITOro kato4va (ceptudukaT katoda nposepku 3M).
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7.1.1. LLndpoBaHne faHHbIX

Mpn 3awundposaHnm coobuweHna nonb3oBaTenem A ana nonb3oBaTtens b, nonb3oBaTtens A
dopMUPYET CUMMETPUYHBLIA KUY CBS3N (CeaHCOoBbI K4 MHMDOPMaUMOHHOro obMeHa) Ha OCHOBe
CBOEro 3aKpbITOro kito4a obMeHa 1 OTKPLITOro Kiatoya obMeHa nonb3oBatenss 6. CoOoTBETCTBEHHO, AN1S
pacwudpoBaHna 3Toro coobueHna nonb3osateneMm b opMupyeTcs TOT Ke CMMMETPUYHbBIN K4 Ha
OCHOBE CBOEro 3aKpbITOro Kjt4ya obMeHa 1 OTKPbITOro kitoda obMeHa nonb3oBaTens A.

Takum obpa3omM, ans obMeHa AaHHbIMW KaXXA0My Mosb30BaTeNto Heo6xo4nMMo MMeTb:
e JIMYHbI 3aKPbITbI/ K104 06MEHa;
e OTKpbITble K/tOYM 0B6MeHa ApYyrnx nosb3oBaTenen.

CeaHcoBbIN ko4 MHbDoOpMaunoHHoro obMeHa BbipabaTbiBaeTcst Ha OCHoBe anroputMa Auddu-
XennmaHa. Anroput™M Auddun-XennmaHa obecneumBaeT GOpMMPOBaHME CEAHCOBbLIX KIIHOYEN, HO He
obecneumBaeT ayTeHTU@PMKaALUMIO CBA3bIBAIOWMXCA CTOPOH. [103TOMY [AaHHbLIN anroputM AO0SXKeEH
MCMNoNb30BaTbCs COBMECTHO C MPOTOKONaMu ayTeHTUdUKauuu, HanpuMmep, ¢ npotokonom Kpuntollpo
IKE.

7.1.2. dopmMuposaHme n nposepka 1

[ns dopMMpoBaHUSA 3NEKTPOHHON MOAMUCK UCMOJIb3YETCA KoY 3/IEKTPOHHOW MoAnWCcH, ANS
NpoOBEPKN MOAMUCKM - COOTBETCTBYIOLLMIA KIHOY MPOBEPKM 3MEKTPOHHOM. [pu npoBepke MNoAnucu
NpoOBEPSAIOWMNA [OJHKEH pacrnosiaraTb K/AOYOM MpoBepku (cepTudukatoMm kw4da nposBepku 3SM)
nosib3oBaTeNisi, MOCTaBMBLUEro MOAMUChL. [poBepsitowmnii  Ao/KeH 6biTb MOMHOCTbIO YBEPEH B
NoASIMHHOCTU KJtouya npoBepky II1, a UMEHHO B TOM, YTO MMEOLWMIACS Y Hero kaw4d nposepku I
COOTBETCTBYET KJOUYy NpoBepkn DI KOHKPETHOro mnosb3oBaTensd. [na 3Tol Lenn UCnosib3yeTcs
cepTudmkaT Kroya nposepkun 3, noanmcaHHbI YaocToBepsaowmM LieHTpoM.

KaxxgoMy nonb3osaTento, obnagatoweMy npasoM noanucu, HeobxoammMo UMeTb:
e  KJIOY 3NEKTPOHHOM Noanucu;

e K/OUYM TNPOBEPKW 3NEKTPOHHOM noanucu  (cepTuduKkaTbl  KIKOYEN MNPOBEPKU
3NEKTPOHHOM NOAMNUCK) APYIMX NOSb30BaTeNeMn.

Knou aneKTpoHHOW NOANMUCU MOXKET 6biTb MCNOJ/Ib30BaH TOJIbKO AN (POPMUPOBaHUSA
3.

3aKpbiTbii KJIlO4 06MeHa MOXXeT 6biTb UCNOJZIb30BaH Kak Ans (POpMUPOBaHUSA KJlOUa
CBSAi3M C APYrvM noJsib3oBartenieM, Tak u ansa bopmmposaHus 3N1.

7.2. Knwo4yeBoW KOHTENHEp
3akpbiTbie katoum CK3U «Kpuntollpo CSP» 3anucbiBaloTCS B K/KOYEBOM KOHTEMHepe.
KnioueBon KOHTENHEP MOXET coaepxXaTb:

e TOJIbKO KJIHOY NOAMNUCH;

e TOJNIbKO K/1OY 06MeHa;

e KJ/IOY NOAMUCHK U KNtOY 06MeHa OAHOBPEMEHHO.

EAVMHCTBEHHbIN K/IOY KNKOYEBOr0 KOHTENHepa (KoY nognucu nnu knwd obmeHa) HasbiBaeTcs
rnaBHbIM KNOYOM. EcCnn B KOHTerHepe ABa K/to4va, TO MepBblM KAOY - K/HOY NOANUCK - Ha3bIBAETCA
rNaBHbIM, BTOPOW K/ItOY — K104 O6MeHa - BTOPUYHbLIM.

KntouyeBon KOHTEMHEP COAEPXUT KPOME KIoUEN CryxebHyto MHpopMaumio, Heobxoanmyto ans
obecneueHuns kpuntorpadunyeckon 3alnTbl KIKOYEN, UX LLeSTOCTHOCTN U T. M.

Kaxabiin Kno4eBoln KoHTenHep (He3aBUCUMMO OT Tuna HOCUTENS), SBASIETCS CaMOA40CTAaTOYHbIM
N COAEepXUT BCO Heo